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N-TRON

THE INDUSTRIAL NETWORK COMPANY

712FX4 Industrial Ethernet Switch Installation Guide

.§
R

The N-TRON 712FX4 Industrial Ethernet Switch offers outstanding perfance and ease of use. It is
ideally suited for connecting Ethernet enabled gtdal and or security equipment and is a fully aged
switch.
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PRODUCT FEATURES PRODUCT CONFIGURATIONS

e Full IEEE 802.3 Compliance * 712FX4-XX-VV and 712FXE4-XX-YY-VWV

* Eight 10/100 BaseTX RJ-45 Ports — Eight 10/100 Base-TX RJ45 Copper Ports

» Four 100BaseFX(E) Ports Four 100BaseFX Ports,

» Extended Environmental Specifications (Surrougdin Where: XX = ST or SC

Air): -40 to 70 °C Operating temperature YY =10, 40 or 80 for Singlemode, Biefor Multimode

» ESD and Surge Protection Diodes on all Ports VV = HV for High voltage, Blank f@tandard voltage

* Auto Sensing 10/100BaseTX, Duplex, and MDIX E = Singlemode, Blank Otherwise

« Offers Rapid Spanning Tree Protocol

* Store & Forward Technology MANAGEMENT FEATURES

* Rugged Din-Rail Enclosure

» Onboard Temperature Sensor * SNMP v1, v2, v3 and Web Browser Management

* Configuration Backup via optional SD Card « Configuration backup via Optional Configuratioe\ilce (NTCD)
(NTCD-128)  EtherNet/IP™ CIP Messaging

* RedundanPower Inputs * Detailed Ring Map and Fault Location Charting

* N-Ring™ Technology with ~30ms Healing

» Web Browser Management with detailed ring map and
fault location charting.

* N-View™ OPC Monitoring

* N-Link™ Redundant N-Ring Coupling

* IGMP Auto Configuration and Plug and Play Support

» 802.1Q tag VLAN and Port VLAN

* 802.1p QoS, Port QoS, and DSCP

* LLDP (Link Layer Discovery Protocol)

* Trunk with other N-Tron trunking capable switclwegr two ports

* Port Mirroring

» 802.1d, 802.1w, 802.1D RSTP (Rapid Spanning Pre¢ocol)

* DHCP Client, Server, Option 82 relay, Option 61

* Local Port IP Addressing

* Port Security—MAC Address Based

Copyright, © N-Tron Corp., 2008-2012
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712FX4 Industrial Ethernet Switch Accessories

The SD and USB connectors are for temporary coioreonly. Do not use, connect, or disconnect unless
area is known to be non-hazardous. Connectionsaodnection in an explosive atmosphere could rasult
an explosion.

Configuration Device

Ideal for saving, or restoring switch configuration

N-,RON parameters quickly without the need for a compater
e e software. One configuration device per switch is
recommended.

NTCD-128

SD Card128MB

NTCD-128

The configuration device is inserted in the backef712FX4.
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820 S. University Blvd., Suite 4E
Mobile, AL 36609 USA

All rights reserved. Reproduction, adaptation,ranslation without prior written permission fromTien
Corp. is prohibited, except as allowed under caghriaws.

Ethernet is a registered trademark of Xerox Comama All other product names, company names, 30go
or other designations mentioned herein are tradesyadrtheir respective owners.

The information contained in this document is sabje change without notice. N-Tron Corp. makes no
warranty of any kind with regard to this materiakluding, but not limited to, the implied warraggi of
merchantability or fitness for a particular purposén no event shall N-Tron Corp. be liable for any
incidental, special, indirect, or consequential dges whatsoever included but not limited to losffifs
arising out of errors or omissions in this manuahe information contained herein.

Warning

Do not perform any services on the unit unlessifigdito do so. Do not substitute unauthorizedspar
make unauthorized modifications to the unit.

Do not operate the unit with the top cover remowstthis could create a shock or fire hazard.
Do not block the air vents on the sides or thedioje unit.

Do not operate the equipment in the presence winflable gasses or fumes. Operating electrical ewgnp
in such an environment constitutes a definite gdiazard.

Do not operate the equipment in a manner not spddify this manual.
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SAFETY WARNINGS
GENERAL SAFETY WARNINGS

WARNING: If the equipment is used in the manner not spetkie N-Tron Corp., the protection
provided by the equipment may be impaired.

LASER SAFETY (Single Mode Fiber Models -40 and -80)

CAUTION: CLASS 1 LASER PRODUCT. Do not stare into the laser!

SUPPORT:

Contact Information

N-Tron Corp.

820 South University Blvd. Suite 4E
Mobile, AL 36609

TEL: (251) 342-2164

FAX: (251) 342-6353

WEBSITE: www.n-tron.com

E-MAIL: N-TRON_Support@n-tron.com

ENVIRONMENTAL SAFETY

WARNING: The unit may become very hot to the touch in heghgerature environments, so extreme
caution should be exercised in handling when emedyi The unit should be disconnected from powdr an
allowed to cool for approximately 5 minutes beftoeching in high temperature applications.

ELECTRICAL SAFETY

Must be powered by a Class 2 source only.
WARNING: Disconnect the power cable before removing thectoyer.
WARNING: Do not operate the unit with the any cover removed

WARNING: Properly ground the unit before connecting anytlalsg to the unit. Units not properly
grounded may result in a safety risk and coulddmidous and may void the warranty. See the gimognd
technique section of this user manual for propgrsita ground the unit.
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WARNING: Do not work on equipment or cables during periddgbatning activity.
WARNING: Do not perform any services on the unit unlessifigéito do so.

WARNING: Do not block the air vents.

WARNING: Observe proper DC Voltage polarity when installpayver input cables. Reversing voltage
polarity can cause permanent damage to the univaiddthe warranty.

Hazardous Location Installation Requirements

1. This equipment is suitable for use in Class I, RQivGroups A, B, C, D or non-hazardous locations
only.

2. WARNING: Explosion Hazard — Substitution of components mayair suitability for Div. 2.

3. WARNING: Explosion Hazard - do not disconnect while circsiiive, unless area is known to be
non-hazardous.

4. WARNING: Explosion Hazard — do not replace the device snpesver has been switched off or
the area is known to be non-hazardous.

5. Use 90°C or higher rated Copper wire, (0.22Nm)i2lbightening torque for field installed
conductors.

Please make sure the 712FX4 Series Ethernet Spatttage contains the following items:

1. 712FX4 Series Switch
2. Product CD

Contact your carrier if any items are damaged.
Installation
Read the following warning before beginning theafiation:

WARNING

Never install or work on electrical equipment oblodag during periods of lightning activity. Neveonnect
or disconnect power when hazardous gasses areprese

Disconnect the power cable before removing anyosioice panel.
UNPACKING

Remove all the equipment from the packaging, aokshe packaging in a safe place. File any damage
claims with the carrier.
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CLEANING

Clean only with a damp cloth.
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DIN RAIL MOUNTING

Install the unit on a standard 35mm Din-Rail. Rescine unit to allow at least 3” of horizontal chaace for
copper cable bend radius. Recess the unit to atdeast 5” of horizontal clearance for fiber @abénd
radius. There should be at least 3” of clearamckath the top and bottom of the unit to allow @op
ventilation.

7 7

Y P

-

To install the unit to 35mm industrial DIN rail, To remove the unit from the 35mm industrial
place the top edge of the included mountimN rail, pull forward on the unit until it disengas
bracket on the back of the unit against the DIN r&niom the bottom of the DIN rail. Rotate the bottom
at a 15° angle as shown. Rotate the bottom of tfethe unit towards you and up at an approximate
unit to the back (away from you) until it snapintl5° upward angle to completely remove the unit.
place.

URMK CPMA-2

Most N-Tron™ products are designed to be mountemsdustry standard 35mm DIN rail. However, DIN
rail mounting may not be suitable for all appliocas. Our Optional Universal Rack Mount Kit (P/N:
URMK) may be used to mount the enclosure to stah#@if racks, and our Optional Factory InstalleddPan
Mount Assembly (P/N: CPMA-2) may be used to moueténclosure to a panel or any other flat surface.
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FRONT PANEL (712FX4)

From Top to Left:

RJ45 Ports Auto Sensing 10/100 Base-TX Connections
Fiber Ports 100 Base-FX Connections
[0) LED lights when Power is supplied to the unit

NOTE: The RJ45 data port has two LEDs located @h eannector. The left LED indicates LINK status,
and the right LED indicates ACTIVITY.

LEDs: The table below describes the operating modes:

LED Color Description

GREEN Power is ON

(0] RED Power is ON and a fault condition exists

OFF Power is OFF
GREEN 10/100Mb Link between ports

LNK
OFF No Link between ports
GREEN Data is active between ports

ACT
OFF Data is inactive between ports
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APPLYING POWER (Top View)

» Unscrew & Remove the DC Voltage Input
Plug from the Power Input Header

* Install the DC Power Cables into the Plug
(observing polarity).

* Plug the Voltage Input Plug back into the
Power Input Header.

* Tightening torque for the terminal block
power plug i€0.5 Nm/0.368 Pound Foot.

* Verify the Power LED stays ON (GREEN).

PV VY Vi

S000000T

Notes:

* Only 1 power supply must be connected to powernfigrimal operation. For redundant power
operation, \{ and \% inputs must be connected to separate DC Voltageces. This device will
draw current from both sources simultaneously. W88 gauge wire when connecting to the
power supply.

* The Fault pins on the power connector can be usedui alarm contact. The current carrying
capacity is 1A at 24VDC. It is normally open aig trelay closes when a fault condition occurs.
These pins can be used to connect an external mgadavice such as a light in order to provide an
external alarm. The conditions for generatingudtfeondition (closing the relay) can be configured
through software.

Recommended 24V DC Power Supplies, similar to: BR P/NNTPS-24-1.3(NOTE: Not appropriate
for use with M12, POE, and HV models.):

* Input AC 115/230V

*  Output DC 24-28V

e Output Current 1.3A @ 24V
1.0A @ 28V

(Revised 2012-05-01)

« Power 30W
35 mm DIN-Rail Mountable
* Dimensions: 45X75X91 mm
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Connecting the Unit

For FX/FXE units, remove the dust cap from therfiyatic connectors and connect the fiber optic &sbl

The TX port (located on the bottom connector) anRX/FXE models should be connected to the RX giaitie
far end station. The RX port (located on the topnator) on the FX/FXE versions should be conneitigde
TX port of the far end station.

For 10/100 Base-TX ports, plug a Category 5E twligtair cable into the RJ45 connector. Connect the
other end to the far end station. Verify thatitiNK LEDs are ON once the connection has been caeble
To connect any port to another device (end nodéicBwr Repeater), use a standard Category 5Egbtrai
through or crossover cable with a
minimum length of one meter and a
maximum length of 100 meters. r/

N-Tron recommends the use of pret/
manufactured Cat5E cables to ensure the
best performance. If this is not an option

and users must terminate their own ends
on the Cat5E cables; one of the two color
coded standards shown to the right should
be utilized. If a user does not follow one

of these two color code standards then the
performance and maximum cable distance EIA 568A EIA 568B
will be reduced significantly, and may

prevent the switch from establishing a

link.

LL Ly L
— | —
@ @ @
< < <
(3] S S
D Q ®
w0 [To] T3]
P b F
< < <<
S S S

CAT5e CABLE

Warning: Creating a port to port connection on the samiechwi.e. loop) is an illegal operation and
will create a broadcast storm which will crash tie¢éwork!
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N-TRON SWITCH GROUNDING TECHNIQUES

The grounding philosophy of any control system nsirgtegral part of the design. N-Tron switches are
designed to be grounded, but the user has been teeflexibility to float the switch when required he
best noise immunity and emissions (i.e. CE) arainbt when the N-Tron switch chassis is conneaied t
earth ground via a drain wire. Some N-Tron swischave metal din-rail brackets that can ground the
switch if the din-rail is grounded. In some cas¢sron switches with metal brackets can be sugphéh
optional plastic brackets if isolation is required.

Both V- legs of the power input connector are cate@ to chassis
internally on the PCB. Connecting a drain wireofgh in green) to
earth ground from one of the V- terminal plugs asven here will
ground the switch and the chassis. The power |&ads the power
source should be limited to 3 meters or less igtlen

As an alternate, users can run a drain wire (shiavgneen) & lug from any of the Din
Rail screws or empty PEM nuts on the enclosurehemusing an unused PEM nut {
connect a ground lug via a machine screw, careldhmutaken to limit the penetratio
of the outer skin by less than 1/4 in. Failure@toso may cause irreversible damage
the internal components of the switch.

Note: Before applying power to the grounded swit@y must use a volt meter to verif
there is no voltage difference between the powpplsts negative output terminal ang
the switch chassis grounding point.

If the use of shielded cables is required, it isegally recommended to only connect the shielchatend to
prevent ground loops and interfere with low leviginals (i.e. thermocouples, RTD, etc.). Cat5e esbl
manufactured to EIA-568A or 568B specifications i@guired for use with N-Tron Switches.

METALLIC

S | SHIELDED PATCH CABLE
; STP

NCNMETALLIC

STP

Note: Strain relief boots not shown for clarity purposes.

In the event all Cat5e patch cable distances aedl $ne. All Ethernet devices are located in theng local

cabinet and/or referenced to the same earth grpung)permissible to use fully shielded cablesnieated

to chassis ground at both ends in systems voidvoiével analog signals.
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RJ45 CONNECTOR CRIMP SPECIFICATIONS

Please reference the illustration below for yourtSGable specifications:

0.232'+0.005——
[6.89+0.127]

CAT5e CABLE

EIA 568B

— 0.237"+0.005
[6.02+0.13]

CAT5e CABLE

(Revised 2012-05-01) Page 17 of 163

For Sales and Support, Contact Walker EMD « www.walkeremd.com ¢ Toll-free: (800) 876-4444 « Tel: (203) 426-7700 « Fax: (203) 426-7800



USB INTERFACE

The 712FX4 Series switches provide a USB interfammessed via the USB connector labeled as “USB” on
the unit. This is used to access the Command Inieepreter (CLI).

L L L L R L L L L L L L L L e
LR BN BN R BN IR BN BN BE BN BE BN BN BR BN BN BN BN BN BN BN IR N
LU L L L L R
LI BN IR 2 B BE BN BN BE BN AR BN BN BE BN AR BN M OF AN N O N

The USB connector is at the bottom of the 712FX4.

USB Cable

Connect the USB port of your PC and the Switchgiasistandard USB cable. You will require a cablté w
a Type A connector for the PC end, and a Type Beotor for the Switch end.

USB Plug A Type USB Plug B Type PIN 4\ /?IN 1
PIN 4
= /
PIN 1 \
PIN 3 PIN 2
Standard USB cables are readily available fromreetyaof computer stores.
HyperTerminal
The following configuration should be used in Hyperminal:
Port Settings: 115200
Data Bits: 8
Parity: NONE
Stop bits: 1
Flow Control: NONE
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Overview of Advanced Features

Mode of Operation

Each port on the switch can be configured intoetidht modes of operation as shown below:

Copper Ports: 100Base Fiber Ports: 1000Based&ttfber Ports:
- Half Duplex - Full Duplex - Full Duplex
- Full Duplex

- Auto Negotiation

Half Duplex

In half duplex mode, the CSMA/CD media access nekthdhe means by which two or more stations share
a common transmission medium. To transmit, a statiaits (defers) for a quiet period on the meditimat(

is, no other station is transmitting) and then sethe@ intended message in bit-serial form. If,rafigiating

a transmission, the message collides with thanofteer station, then each transmitting stationnitnb@ally
transmits for an additional predefined period tswre propagation of the collision throughout thstem.
The station remains silent for a random amounineé {back-off) before attempting to transmit again.

Full Duplex

Full duplex operation allows simultaneous commuiicabetween a pair of stations using point-to-poin
media (dedicated channel). Full duplex operatioesdoot require that transmitters defer, nor do they
monitor or react to receive activity, as thereascontention for a shared medium in this mode.

Auto Negotiation

In Auto Negotiation mode, the port / hardware distéioe mode of operation of the station that isneated
to this port and sets its mode to match the modbeo§tation.

Port Mirroring

A Mirroring Port is a dedicated port that is conifigd to receive the copies of Ethernet framesdatebeing
transmitted out and also being received in fromather port that is being monitored.

Port Trunking

Port Trunking is the ability to group two networkrfs to increase the bandwidth between two machines
(switch or any work station). This feature allowsouping of high-speed connectivity and provides
redundant connection between switches, so thaih& ttan act as a single link between the switches.

Quality of Service (QoS)

Quality of service (QoS) refers to resource reg@macontrol mechanisms. Quality of service is dhdity
to provide different priority to different applicahs, users, or data flows. Quality of service gnéees are
important if the network capacity is insufficieegpecially for real-time streaming multimedia apgtions
such as voice over IP, online games and IP-TV gsihese often require fixed bit rate and are delay
sensitive, and in networks where the capacitylisiéed resource, for example in cellular data
communication. In the absence of network conges@m$ mechanisms are not required.
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Each of these three QOS methods below is includedtdbased on the settings on the relevant browser
page:

1) Force High Priority (Port Based),

2) IEEE802.1p (Tagged QOS), or

3) DSCP (differentiated services code points) (RFCA247

When Force High Priority is enabled, the port bgs#arity is included in the decision for all podsd all
frames received on a port will use the default Q@iSrity for that port in the decision. For exampfat is
desired to have ingress frames on a port egrebe toighest priority transmit queue regardlesstioéo
factors, then enable Force High Priority and setpbrt's Default Port Priority to 7.

Virtual LAN

The switch provides support for setting up taggétuel LANs (Local Area Networks). A port may balp

to any number of Virtual LANs. The VLAN memberstop a device is determined by the VLAN(S) that
have been defined for the port to which the deisceonnected. If a device should move from one fmort
another, it loses its current VLAN membership amukrits that of the new port it is connected to.

VLANS facilitate easy administration of logical gnqes of devices that can communicate as if they
were on the same LANraffic between VLANS is restricted, unless the pads are explicitly configured
as overlapping VLANs Switches forward unicast, multicast, and broata#fic only on LAN segments
that serve the VLAN to which the traffic belongs.

A Default Virtual LAN (VID=1) exists to which a pgrwhich is not a member of any other Virtual LAN,
will belong. This allows the switch to operate asi@mal’ switch when it is used in a network. Arp&s
automatically removed from the Default VLAN whernidtreconfigured to belong to another Virtual LAN,
because that is the most common operation. Bulgedired, the port can be included in VLAN 1 by
configuring VLAN 1 last.

If switch ports are configured to transmit and reeeintagged frames, end devices are able to coneaten
throughout the LAN. Using Tagged VLANS, the switds the ability to take non-tagged packets in some
ports, add a VLAN tag to the packet and send itagged ports on the switch. The VLANSs can also be
configured to accept tagged packets in tagged ,xirtp the tags off the packets, and send thegiadack
out other untagged ports. This allows a networkiatstrator to set up the switch to support devimeshe
network that do not support VLAN Tagged packetbe @dministrator can also set up the ports to disca
any packets that are tagged or to discard any pathat are untagged based on a hybrid VLAN of both
tagged and untagged ports, and using the VLAN ByFeélter on the switch.

For each switch port there is one and only one Pt VLAN ID) setting. If an incoming frame is
untagged and untagged frames are being accepégdittat frame will inherit the tag of the PVID valfor
that port. Subsequent switch routing and treatméhbe in accordance with that VLAN switch map. By
configuring PVIDs properly and configuring for &&mes to exit untagged, the switch can achieymg *
VLAN'’ configuration in which all frames in and onan be untagged, thus not requiring external devize
be VLAN cognizant.

To understand how a VLAN configuration will perforfirst look at the port on which the frame entibrs
switch, then the VLAN ID (if the frame is tagged)tbe PVID (if the frame is untagged). The VLAN

defined by the VID or PVID defines a VLAN group Wi membership of ports. This membership
determines whether a port is included or excludethdrame egress from the switch.
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The 712FX4 Series switch also has the abilitylitamaoverlapping VLANs. Overlapping VLANS give

the user the ability to have one or more portsesh&o or more VLAN groups. For more informatiordan
examples on how this could be implemented, pleaselse ‘VLAN Configuration Examples’ in this
document, and/or our website’s technical documéidse that RSTP on overlapping VLANS is not
supported and the system will automatically dis&Ba' P on all but the lowest VID VLANS that have
overlapping ports.

Rapid Spanning Tree Protocol

The Rapid Spanning Tree Protocol as specified EEIB02.1D-2004 is supported. One Spanning Tree per
non-overlapping VLAN is supported. The Rapid Spagiree Protocol (RSTP) supersedes the Spanning
Tree Protocol (STP) which was described in IEEE.8D21998. The RSTP is used to configure a simply
connected active network topology from the arbiyaronnected bridges of a bridged network. Brilge
effectively connect just the LANs to which theinfiarding ports are attached. Ports that are iloeking
state do not forward frames. The bridges in thevokk exchange sufficient information to automaltica
derive a spanning tree.

RSTP allows for much quicker learning of networkdlmgy changes than the older STP. RSTP supports
new and improved features such as rapid transiidorwarding state. RSTP also sends out new BPDUs
every hello time instead of just relaying them. RSifiteroperates with older STP switches by fallvagk

to the older STP when the older BPDUs are detemteoridge ports. The user can also manually candig
bridge ports to use the older STP when desired.

SNMP Traps

The 712FX4 Series switch supports up to 5 SNMP Btgpions to which SNMP Traps will be sent. The
switch supports five standard traps; Link Up, LDé&wn, Cold Start, Warm Start and Authenticationosr
SNMP Traps will be sent to all the trap stationsfrgured on the switch when the corresponding tsap
enabled.

IGMP Snooping

IGMP Snooping is enabled by default, and the swidblug and Playfor IGMP. IGMP snooping provides
intelligent network support for multicast applicats. In particular, unneeded traffic is reducd@MP
Snooping is configured via the web console andndbded, operates dynamically upon each power up.
Also, there can be manual only or manual and dyoavperation. Note that “static multicast group
address” can be used whether IGMP Snooping is edaslnot.

IGMP Snooping will function dynamically without us@atervention. If some of the devices in the LAN

not understand IGMP, then manual settings are geovito accommodate them. The Internet Group
Management Protocol (IGMP) is a protocol that ptegi a way for a computer to report its multicasugr
membership to adjacent ‘routers’. In this case rNAT 712FX4 series switches provideuter-like
functionality Multicasting allows one computer to send contentnultiple other computers that have
identified themselves as interested in receivirggdhginating computer's content. Multicasting banused

to transmit only to an audience that has joined (@ot left) a multicast group membership. IGMPsuan 2

is formally described in the Internet EngineeringsiK Force (IETF) Request for Comments (RFC) 2236.
IGMP version 1 is formally described in the InterBagineering Task Force (IETF) Request for Comment
(RFC) 1112. The 712FX4 series supports v1 and v2.
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N-Ring

N-Ring is enabled by default, and the switclPlag and Playfor N-Ring except that initially one must
enable an N-Ring enabled device to be the N-Ringddar for a given N-Ring. Subsequently, N-Ring
operates dynamically upon each power up. Using®h$ proprietary N-Ring technology offers expanded
ring size capacity, detailed fault diagnostics, angtandard healing time of 30ms. The N-Ring Manage
periodically checks the health of the N-Ring viaaltte check packets. If the N-Ring Manager stops
receiving the health check packets, it times ot @nverts the N-Ring to a backbone within 30mseWh
using all N-Ring enabled switches in the ring, tatded ring map and fault location chart is alsoyided

on the N-Ring Manager’s web browser. N-Ring stauEso sent from the N-Ring Manager to the N-View
OPC Server to identify the health status of the.ridp to 250 N-Ring enabled switches can partieipat
one N-Ring topology. Switches that do not haveiNgReapability may be used in an N-Ring, however th
ring map and fault location chart cannot be asil@etat these locations.

N-Link

The purpose of N-Link is to provide a way to redamity couple an N-Ring topology to one or more othe
topologies, usually other N-Ring topologies. E&khink configuration requires 4 switches: N-Link
Master, N-Link Slave, N-Link Primary Coupler, andlihk Standby Coupler. N-Link will monitor the kn
status of the Primary and Standby Coupler linkil®the Primary Coupler link is healthy, it withdward
network traffic and the Standby Coupler link wilbbk network traffic. When a problem is detectedtioe
Primary Coupler link, the Primary Coupler link willock network traffic and the Standby Coupler luid
forward network traffic. While the N-Link Mastend Slave are in communication via the Control link,
only one Coupler link (Primary or Standby) will vaard network traffic while the other Coupler linklw
block network traffic.

CIP

The CIP (Common Industrial Protocol) feature alldw3ron switches to directly provide switch
information and configuration access to Programmablgic Controller (PLC) and Human Machine
Interface (HMI) applications via a standardized ocamication protocol. For example, a PLC may be
programmed to monitor port links or N-Ring statad @ause a status indicator to turn red on an Hsll i
port goes link down or if N-Ring has a fault. G$Hormally described in ODVA Publication Number
PUBO00001 (Volume 1: Common Industrial Protocol (€1, and Publication Number: PUB00002
(Volume 2: EtherNet/IP Adaptation of CIP). N-Trprovides EDS and ICO files. N-TRON_CIP_Tags.pdf
is for a particular environment, but reveals thgstavailable.

DHCP

The Dynamic Host Configuration Protocol (DHCP) pd®s configuration parameters to Internet hosts.
DHCP is built on a client-server model, where deatgd DHCP server hosts allocate network addresses
and deliver configuration parameters to dynamicedigfigured hosts. DHCP is controlled by RFC 2131.
The N-Tron DHCP Switch can be configured to be &a0PHClient. Alternately the N-Tron DHCP switch
can be configured to be a DHCP Server, a DHCP Rggynt, or both.

For more detailed information on N-Tron DHCP feagtjreferencehttp://www.n-tron.com/tech_docs.php
Under ‘White papers’, see. “Using DHCP to MinimEgquipment Setup Time”. Under ‘Installation Guides
and User Manuals’ see “DHCP Technical Instructifmns’08 / 716/ 7018 / 7506 Series”.
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DHCP Client

The switch will automatically obtain an IP assigmtgom a DHCP Server, or optionally Fallback to a
configured IP assignment if unable to get an IRgassent from a DHCP server. Communication between
the client and server can optionally go throughHOP Relay Agent.

DHCP Relay Agent

DHCP Relay Agent (Option 82) allows communicati@ivieen the client and server to cross subnet and
VLAN boundries. It also allows for a device onpesific port to receive a specific IP address drtla
device is replaced, the replacement receives tine $8 address as the original device.

DHCP Server

DHCP Server allows DHCP Client devices to autonadiijcobtain an IP assignment. IP assignments ean b
set up as a dynamic range of IP addresses avaitahley client device; or specific IP addressestas
the clients MAC address, Client ID (Option 61)Rwlay Agent connection (Option 82).

LLDP

Link Layer Discovery Protocol (LLDP) is a Layer &covery protocol that allows devices attachedrto a
IEEE802 LAN to advertise to other devices the magpabilities they have and to store informatiogyth
discover in a MIB that can be accessed through SNMPDP is formally described in IEEE Standard -
802.1AB.

Port Security—MAC Address Based

The Port Security feature restricts access to thiécls by only accepting dynamically learned MAC
addresses and manually entered MAC addresses lawriaatl. Dynamically learned MAC addresses are
those that the switch detects on any port whild@arning’ mode. A manually entered MAC address tnus

designate the ports that the address is authoozedA non-authorized MAC address will be discarded
will be shown on the intruder log.
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TROUBLESHOOTING
1. Make sure th&) (Power LED) is ON.

2. Make sure you are supplying sufficient current hoe version chosen. Note: The Inrush
current will exceed the steady state current bX~ 2

3. Verify that Link LEDs are ON for connected ports.
Verify cabling used between stations.
5. Verify that cabling is Category 5E or greater f60Mbit operation.

SUPPORT

Contact N-Tron Corp. at:

TEL: 251-342-2164

FAX: 251-342-6353

E-MAIL: N-TRON_Support@n-tron.com
WEB: www.n-tron.com

FCC STATEMENT

This product complies with Part 15 of the FCC-A &l

Operation is subject to the following conditions:

(1) This device may not cause harmful Interference

(2) This device must accept any interference receiveduding interference that may cause
undesired operation.

NOTE: This equipment has been tested and foundrtgty with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These liamgsdesigned to provide reasonable protection again
harmful interference in a residential installatidhis equipment generates, uses, and can raddite ra
frequency energy and, if not installed and useacoordance with the instructions, may cause harmful
interference to radio communications. Operatiotha device in a residential area is likely to Gaus
harmful interference in which case the user wilkéguired to correct the interference at his/hen ow
expense.

INDUSTRY CANADA

This Class A digital apparatus meets all requirdsiehthe Canadian Interference Causing Equipment
Regulations. Operation is subject to the followiwg conditions; (1) this device may not cause hatmf
interference, and (2) this device must accept atgrference received, including interference thay m
cause undesired operation.

Cet appareillage numérique de la classe A répdndtas les exigences de l'interférence canadienne
causant des reglements d'équipement. L'opératisugtte aux deux conditions suivantes: (1) ce

dispositif peut ne pas causer l'interférence no@v€2) ce dispositif doit accepter n'importe dgiel
interférence recue, y compris l'interférence quitmauser I'opération peu désirée.
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Web Software Configuration
Web Management

Enter the switch’s IP address in any web browsdrlagin to the web management feature of the 712FX4
Series.

2 N-TRON - Microsoft Internet Explorer

File Edit Miew Favorites Toolz Help

: ; . - i " | it
L Back <) \ﬂ @ s j.-‘Search ‘:.f:{ Favorites ﬁ‘l L~ & W -

Address | bt //192.168.1.201/

Default:
User Name:admin
Password:admin

f_:" 192.168.1.214 Login - Windows Internet Explorer = | | | X |
m = |§, Rk /1192, 166, 1,214 login . 55i j b AN ﬁ Google Padte

] File Edit ew Favorites Tools  Help

=T

e HE' *l & 192.168,1.214 Lagin x | € 192.168,1.213 N-TRON Swit. ., | 8 192.168.1,21 7 N-TROM Swit.,, | |

N-TRON

T INDUSTRELL NFFWORK COMNPANY

N-TRON 712FX4

User Name: |

Password: I

Login |

(Revised 2012-05-01) Page 25 of 163

For Sales and Support, Contact Walker EMD « www.walkeremd.com ¢ Toll-free: (800) 876-4444 « Tel: (203) 426-7700 « Fax: (203) 426-7800



Web Management - Home

When the administrator first logs onto a 712FX4i&eswitch the default home page will be display€uh
the left hand side of the screen there is a listooffigurable settings that the 712FX4 Series $witd!
support. This section of the manual will go throwgach and every choice listed on the left hanel sfdhe
screen and explain how to configure those settitigshe center of the main home page the admaiastr
can see some basic information like what firmwasasion the switch is running. The firmware can be
upgraded at a later time in the field using TFTP.

ﬁ' 192.168.1.214 N-TRON Switch ff:23:80 - Windows Internet Explorer o | ] |_XJ

o

g-\._ J = |@] hitpi/192.168.1.214)main << x|+ K.lﬁ@asglse folts

J File Edit Mew Favorites Tools Help

Sa¢ =9
(=[]

E192.168,1.214 N-TROM ... % | @8 192,168.1,213 N-TROM Swit, I & 192,168,1,217 N-TRON Swit.

T PRDUETRIAL MF TWORE COMPANT

- @ Administration =
@0HCP Product Information
@LLDP
@Parts
@S tatistics Name | N-TRON T12FX¢
@ VLAN Software Version
@Eridging
@RSTP Build Date | Jan 15 2010 at 17:28:44

@IGMP Boot Loader | BL 2.0.3.1
@N-View
@N-Ring Copyvright | N-TRON Corp.

@ N-Link URL | http: ‘woww f-tron.com
@CIP

@ Firmware/Config
@ Support

WFBPCL

AlUser Management
@ Logical View
@Home

o Config

- @Help

— @Logout

=7
t

g

oicioioiolceci o of ooy

)

Copyright © 2008-2010
N-TRON Corp.
All rights reserved.
http://www . n-tron.com

Logged in a5: admin LI
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Web Management — Menu Structure

To the left, there is a menu which is shown fulpened below. The pages opened by each of theididiv
selections are described in the rest of this sectithe use of each of these pages is also dedarilibis
section. In most of the descriptions, only théatigide of the page is shown.

= @Administration
@ System
& SNMP
@Fault
=@ BHCP
Cl- @Server
& Setup Profiles
@ Setup IP Maps
@ View Bindings
= @Relay & Local IP
@Setup
C- @LLDP
& Configuration
@ Ports
& Shatus
& Statistics
= @FPorts
@ Configuration
=~ @MAC Security
@learning
@ Authorization List
& Intruder Log
@Mirroring
@ Trunking
2005
=F @ Statistics
@ Forts Statistics
@ Ports Utilization
= @VLAN
& Configuration
=I- @Bridging
@ Aging Time
@Unicast Addresses
& Multicast Addresses
@ Show MAC By Port
“@RSTP
@ Confrguration
@IGMP
& Configuration
& Show Groups
@ 5Show Routers
@RFilter Ports
@n-View
& Configuration
& Ports
=I- @N-Ring
& Configuration
& Adv Configuration
@ Status
=1 @N-Link
& Configuration
W Status
@cIPp
& Configuration
& Status
@Firmware/Cenfig
@TFTP
- @ 5upport
JWeb Site
@ E-mail
@ BPCL
@ User Management
o Logical View
@ Home
@ Config
@ Help
o Logout
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Administration — System
The System tab under the Administration categasis Various information about the switch:

When the IP Configuration is in either DHCP or Btdlode:
IP Configuration
Method used to obtain an IP Address, Subnet MadkGaieway Address
IP Address
Contains the current IP Address of the device.
Subnet Mask
Contains the current Subnet Mask of the device.
Gateway
Contains the current Default Gateway of the device.
MAC Address
MAC Address of the device.
System Up Time
This parameter represents the total time couns filme has elapsed since the switch was turned IQRESET.
Name
It shows the name of the product, which allows alpimeric and special characters (#, _, -) only.
Contact
The person to contact for system issues, whichldizrisomeone within your organization.
Location
The physical location of the switch.
Temperature:
The calculated ambient temperature near the switis. calculation is only valid after a warm-up ipek
Upper Threshold:
The highest temperature for the switch without oaya fault to occur. The threshold is specifiechasnteger in
C degrees. The range is from -60°C to 100°C, aedlé&fault is product dependent.
Lower Threshold:
The lowest temperature for the switch without aagis fault to occur. The threshold is specifiecdasnteger in
C degrees. The range is from -60°C to 100°C, aedlé&fault is product dependent.

System Configuration View

IP Configuration = Static
IP Address = 192.168.1201
Subnet Mask | 233235255.0
Gateway | 192.163.1.1
MAC Address  00:07:af:fd:38:c0
System Up Time = 0 days, 0 hours, 2 mins, 2 secs
Name | N-TRON Switch fd:38:c0
Contact N-TRON Admin
Location Mohbile, AL 36609
Temperature 9°C 48°F
Upper Threshold | 80°C, 176°F
Lower Threshold -40°C, 40°F

| Modify | | Refresh
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Administration — System, Continued...

When the IP Configuration is in DHCP Mode the faling information is added:

Client ID
Option used by DHCP clients to specify their unigientifier. The identifier may be the MAC address,
switch name, or entered as a text string or hexachers.

Fallback IP Address
Contains the configured Fallback IP Address ofdbeice.

Fallback Subnet Mask
Contains the configured Fallback Subnet Mask ofdnce.

Fallback Gateway
Contains the configured Fallback Gateway of thaaev

System Configuration View

IP Configuration DHCP

ClientID | 00:07:affd:58:c0
Hex = 0007 affd 380

IP Address | 192.168.1.173
Subnet Mask = 2332352350
Gateway | 192.168.1.1
Fallback IP Address 192.168.1.201
Fallback Subnet Mask | 2332332330
Fallback Gateway 192.168.1.1
MAC Address | 00:07:affd:58:c0
System Up Time 0 days. 0 hours, 0 mins, 47 secs
Name = N-TRON Switch fd:538:¢0
Contact N-TRON Admin
Location | Mobile, AL 36600
Temperature 9°C, 48°F
Upper Threshold 30°C, 176°F
Lower Threshold -40°C, 40°F

| Modify | | Refresh
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Administration — System, Continued...

By selecting the Modify button, you will be abledbange the switch’s IP Configuration, Client IB, |
Address, Subnet Mask, Gateway, Name, Contact irdobom, and the Location of the switch through the
web management features, depending on the IP Gwafign. It is recommended to change the TCP/IP

information through the Command Line Interface (Qbltially, but it defaults to the following:
IP Configuration — Static

IP Address —192.168.1.201
Subnet Mask — 255.255.255.0
Gateway —192.168.1.1

System Configuration

IP Configuration | Siotip

IP Address | /192 168.1.201

Subnet Mask 555 255 255 0
Gateway | 192 168.1.1
Name | '\ .TRON Switch fd:58:c0
Contact ||\ TRON Admin

Location || \10hile AL 36609

Upper Threshold | o c

Lower Threshold A0 :c

Update ] [ Cancel ]
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Administration — System, Continued...

If the IP Configuration mode is set to DHCP andFadéiback IP address is changed from the default IP
address, then the switch will use the Fallback eskks if the IP configuration isn’'t received froHCP
server in 2 minutes after initial boot. If Falllkeaddress is used, DHCP Client will stop sendimgests. If
the IP Configuration is received from a DHCP seritewill never fallback, even if the lease is lost

System Configuration

IP Configuration [OHCP

ClientID | p1acC Address +
0007 -aftd:-58:c0

Fallback IP Address | 192 1631201
Fallback Subnet Mask 5ot o5 255 ()

Fallback Gateway | 1g7 16511

Name | \\.TROM Switch fd:58:c0
Contact | 1| .TROM Admin

Location  pjle, AL 36609

Upper Thresheld | o =C

Lower Threshold 40 c

Update ] [ Cancel ]

(Revised 2012-05-01) Page 31 of 163

For Sales and Support, Contact Walker EMD « www.walkeremd.com ¢ Toll-free: (800) 876-4444 « Tel: (203) 426-7700 « Fax: (203) 426-7800



Administration — SNMP

The SNMP tab under the Administration categoryvel GNMP to be disabled or enabled, and shows a list
of IP Addresses that act as SNMP Traps. The Redg-Qead-Write, and Trap Community Names are
also shown here.

Management Station Configuration View

SNMPF Mode ‘ Enabled

IP Address - Trap Stn.#1 | Value Not Configured

IP Address - Trap Stn.#2 | Value Not Configured

IP Address - Trap Stn.#3 | Value Not Configured

IP Address - Trap Stn.#4 | Value Not Configured

IP Address - Trap Stn.Z5 | Value Not Configured

Read-Only Community Name | public

Read-Write Community Name | private

Trap Community Name | public

Cold Start Yes
Authentication Yes
Warm Start Yes
Link Status Yes

Modify | Refresh

By selecting the Modify button, you will be abledbange any of the fields listed. This allowsdiser to
set an IP address for a Trap station or chang€dnemunity Names. If the SNMP Notification Trap is
enabled, systems that are listed as a Trap statlbbe sent the corresponding notification trafo restore
a Trap to “Value Not Configured”, enter ‘0.0.0.0'.
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Administration — SNMP, Continued...

Management Station Configuration

Snmp Mode || Enabled ;|'|

IP Address - Trap Stn.#1

IVaIue Mot Configured
IP Address - Trap St.%2 | |\/31 e Not Configured
IP Address - Trap Stn.#3 I‘-Jalue Not Configured

IP Address - Trap Stn.#4 |‘U’alue Not Configured

IP Address - Trap Sm.=5 | /3,6 Not Configured

Read-Only Community Name public

Read-Write Community Name private

Trap Community Name |pub|ir::

Cold Start [v
Authentication v
Warm Start v
Link Status ira
Update | Cancel
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Administration — Fault

The Fault tab under the Administration categorywtes configurable selections indicating the way to
notify when a Power, N-Ring Manager, N-Link faut,Port Usage Fault occurs. The notification may
consist of any combination of the options: Show W&tow LED, and Contact. Power signal faults cdnsis
of Vi and .. N-Ring Manager signal faults consist of: BrokBartial Break (Low), Partial Break (High),
and Multiple Managers. N-Link Faults are reportgdhe N-Link Master and by the N-Link Slave. Port
Usage Fault, if enabled, triggers when actual usagelow the Usage Alarm Low setting, or above the
Usage Alarm High setting (see Port ConfiguratioeWwiand Port Utilization View).

Fault Configuration View

Mo No

PowerV; No
Power V, No Mo No
N-Link Fault Yes Yes Yes
Port Usage Fault Yes Yes Yes
N-Ring Mansger Signal | Show LED  Contact

Eroken Yes Yes

Partial Breal{l ow) Yes Yes

Partial Brealk{High) Yes Yes

Muttiple Manazers Yes Yes

Modify | Refresh

Note: Vi and b Power Faults are disabled in factory defaults.
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Following the Modify button, the administrator wélée a list of configurable fields for the Fault
configuration. Once these fields are filled imteet the needs of the administrator’s networkctrenges
may be updated by clicking the Update button abtittom of the page.

Modify Fault Configuration
Powe;r"v |_ |_

Power Vl - I o

N-Link Fault i [ v

Port Usage Fault I v v

Broke:rl |_
Partial Break(Low) v v
Partial Breal(Eizh) I v
Multiple Managers I~ v
Update Cancel
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DHCP — Server — Setup Profiles

The Setup Profiles tab under the DHCP/Server cayeligis the following information about the curten

state of the server and the existing network pesfil
Server Enabled
Indicates whether the DHCP server is active.
Allow Broadcast
Indicates whether the DHCP server will process ticaat messages.
Delay Broadcast (Ms)
The amount of time the DHCP server will delay pssieg a broadcast message.
Server ID
Descriptive name of the DHCP server.

Profile Name
Descriptive name of the network profile.
Address Pool
Range of IP addresses which the profile can use.
Subnet Address
The most restrictive subnet address calculated frenaddress pool range.
Subnet Mask
The most restrictive subnet mask calculated froenattidress pool range.
Domain Name
The domain name to be presented to the client.
Has Profile IP Maps
Indicates whether the profile has IP maps assatiatith it.
Delete
Deletes the profile along with all IP maps and bigd associated with it. The Default profile canine deleted.

DHCP Server Setup

Server Enabled Enabled
Allow Broadcast Enabled
Delay Broadcast (Ms) 300
Server ID N-Tron Switch fecbd:el

DEFAULT

Add Profile
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DHCP — Server — Setup Profiles, Continued...

DHCP Server Configuration

Server Enabled | Engbled «
Allow Broadcast Enabled
Delay Broadcast (Ms) 500

Server ID | | M-Tron Switch fe:bd:e0

Update ] [ Cancel ]

DHCP Server Network Profile

Network Profile Name Ipmf 1

Address Pool Start |‘|92_1 8125

Address Pool End I 192 165 1 254

Lease Time |28 T
IU Hours

Advanced =< |

Broadcast Address * I

Domain Name * I

[DeFault Domain Mame = ‘lacaldomain,com’

DNS Server1 ** I

DNS Server 2 ** I

Gateway 1 ** I

Gateway 2 =~ I

* When field is left blank, the corresponding default profile value is used.
** When both related fields are left blank, the corresponding default profile values are used.

Update | Cancel
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DHCP — Server — Setup IP Maps

The Setup IP Maps tab provides the way to createdppings with an existing network profile. Thare
three types of mappings that can be created: DynR@mnge, Static Range, and Single IP.

DHCP Server Setup IP Maps

You must add a non Default Network Profile before adding an IP Map.

[ Dynamic Range ] IP Address Range
[ Static Range ] Option 82 Relay Agent
[ Single IP | Option 61 orMAC

The Dynamic Range type of mapping is used to creagerange of dynamic IP addresses for requesting
clients. The following information is required:

Network Profile

An existing network profile to which the IP map &ps.

Low IP

The starting IP address of a range.

High IP

The ending IP address of a range.

DHCP Server Dynamic Range
Network Profile

LowIP |

T |

[ Update H Cancel ]

The Static Range type of mapping is used to createrange of static IP addresses dedicated to specifi
ports on a relay agent switch. There are two diffent data entry formats available according to
whether the relay agent type is for an N-TRON or foa generic switch.

To create a range of static IP addresses on an N-dm relay agent switch:
Network Profile
An existing network profile to which the IP map &pgp.
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DHCP — Server — Setup IP Maps, Continued...

Relay Agent Type

Should be set to N-TRON.
Switch Model

List of N-TRON models that support this feature.
Remote ID

A unique identifier that designates the N-TRON yedgent switch.
Add

Checkbox used to add an IP map for the correspgrubnt.
Port No

The actual port number.
Port Name

Descriptive name of the port.
VLAN

VLAN ID that the port is a member of.
Circuit ID

Auto-generated string based on the port name arANVID.
IP Address

IP address to assign to the IP map.
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DHCP — Server — Setup IP Maps, Continued...

DHCP Server Static Range
(Option 82)
Network Profile || prof 1 =
Relay Agent Type | * N.TRON (" Generic
Switch Model |[712Fx4 =
Remete D If"Hexf‘mcﬁfIPf‘ String
-
= S —TXIWI [192.168.1.
2 T2 K TR20001 1197 168.1.
CHf 3 |fTxs i T35-0001 1497 168.1.
CHf K THH0001 11197 168.1.
i 3 |ftxs K 1350001 11192 168.1.
Hf 8 |ftxe K TX6-000L 11197 168.1.
C T f|Tx7 K TRT-0001 1192 168.1.
CEf 8 |ftxs K TXS-000L 1197 168.1.
2 | K FX1-0001 11192 168.1.
EN N ) i FR2-0001 1197 168.1.
A Fx3 K F3-0001 11197 168.1.
12 Fxd i FXS0001 1197 168.1.
Update | Cancel |
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DHCP — Server — Setup IP Maps, Continued...

To create a range of static IP addresses on aigeaky agent switch:
Network Profile
An existing network profile to which the IP map &pgp.
Relay Agent Type
Should be set to Generic.
Port Count
The number of ports on the particular relay ageuitcs.
Add
Checkbox used to add an IP map for the correspgrubnt.
Port No
The actual port number.
Remote ID
The identifier that corresponds to an Option 82 BenD sub-option used by the particular relay agevitch.
Circuit ID
The identifier that corresponds to an Option 8Z@itrID sub-option used by the particular relayragawitch.
IP Address
IP address to assign to the IP map.

DHCP Server Static Range
(Option 82)
‘ Network Profile :|_p@f_1 v/ |
‘m&gﬁgﬁﬂiﬂ: CIN-TRON () Generic |
E | " i
‘ PartCiu.ntilﬁ | |
m| | |-| |-i192.‘!68.2. |
| @Hex OMAC O1P O String | @Hex OMAC O1P O String . .
w | i | 1921682 |
OHxOMACOP OSting | ©Hax OMAC O O Steing |
LISl i | 11921682 I
@ Hex OMAC OP O String ) Hex OMAC QTP O String
o ] |‘| |21z |
 @Hax OMACOPOsting | ©Hex OMAC O1P O String
= i | 1921682 |
| @Hex OMAC O1P O String | @Hex OMAC O1P O String .
§ | i | 1921682 |
CEsOMACOP Osuing | OBe OMAC O O String
£ i | 11921682 I
@ Hex OMAC OP O String &) Hex O MAC QTP O String
g || |‘| | [192.168.2. |‘
| @Hex OMAC O1P O String | ©Hex OMAC O1P O String ;
[ Update ] [ Cancel J
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DHCP — Server — Setup IP Maps, Continued...

The Single IP type of mapping is used to creatmtecdP address for an individual client. Thddaling

information is required:
Network Profile
An existing network profile to which the IP map &ps.
P
The static IP address to offer to a client.

Unique ID
The unique identifier that must match either thentlidentifier (Option 61) or the client’'s hardwaaddress (MAC).

Format
Designates how the Unique ID is interpreted.

DHCP Server Static IP

(Option 61/MAC)

Network Profile | prof 1 +

r
Uni |13}
(i. e.ﬁli.ic;n Format | MAC Address v
HexValues
MAC Address
String

Update ] [ Cancel ]
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DHCP — Server — View Bindings

The View Bindings tab lists the bindings of physidavices to IP addresses that are in use or affere
Network Profile
The profile applied to the binding entry.
Binding Identifier
The client associated with the binding entry.
Client Hardware Address (MAC)
The client's MAC address.
Client IP Address
The actual IP address assigned to the binding.entry
Status
Indicates the current status of the binding entry.
Release
Removes the corresponding binding.
WARNING: By releasing an IP address, it is posstblend up with two physical devices with the sdmaddress
which may cause network disruption to that IP asiire

DHCP Server Binding List

prof_1  Client ID (String) = N-Tron Switch fofa:d0  00:07:affbfa:d0  192.168.2.100 Dynamic, In Use
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DHCP — Relay & Local IP - Setup

The Setup tab under the DHCP/Relay & Local IP aatgghows the current state of the relay agent.

DHCP Relay Agent & Local IP Setup View
Relay Status | Disabled

Femote ID | 192.168.1.214

Server 1 IP

Server 2 1P

Server 3 IP

Server 4 [P

PorcYo | PortName | Relay Status
01 TX1 Dizabled
02 TX2 Dizabled
03 TX3 Dizabled
S TX4 Dizabled
03 TX3 Dizabled
06 TX6 Disabled
07 TX7 Dizabled
08 TXR Dizabled
0e FX1 Disabled
10 FX2 Disabled
11 FX35 Disabled
12 Fx4 Dizabled
Modify | Refresh

By selecting the Modify button, you can configuengral settings of the relay agent, as well asfigune
settings on a per port basis. The following déssithese settings:
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DHCP — Relay & Local IP — Setup, Continued...

Relay Status

Indicates whether the DHCP relay agent is active.
Remote ID

The unique identifier that designates the relaynageitch.
Server # IP

The configured IP address of the DHCP servers.

Port No
The actual port number.
Port Name
The descriptive name of the port.
Relay Status
The selection to designate whether the port witfqgren relay agent functionality. The choices are:
Disabled The port will function without relay aggrbcessing.
Enabled The port will relay DHCP client-originateaadcast packets to the DHCP servers.
Assign Local IP  The port will not relay DHCP cliemtiginated broadcast packets. Instead the rejepta
will offer the port’s locally assigned IP addresshe client.
Other Data
When the Relay Status is set to Enabled, the Gitbuior the port can be specified. When the R&égtus is set to
Assign Local IP, the IP address for the port caspexified.
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DHCP — Relay & Local IP — Setup, Continued...

DHCP Relay Agent & Local IP Setup View
Relay Status | Disabled

Remote ID | 1921681214

Server 1 IP

Server 11P

Server 3 1P

Server 4IP

PorNo. | PoreXame | RelayStatus |
01 TX1 Disabled
02 TX2 Dizabled
03 TX3 Dizabled
M TX4 Dizabled
03 TX3 Disabled
06 TX6 Dizabled
07 TX7 Disabled
03 TX8 Disabled
09 FX1 Dizabled
10 FxX2 Dizabled
1 FX35 Dizabled
12 Fx4 Disabled
Modify | Refresh
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LLDP - Configuration

Mode:
Enables or Disables LLDP on the Switch. Defaulsdbied

Transmit Interval:
Specifies the interval at which LLDP frames aresraitted. Default = 30 seconds.

Transmit Hold Multiplier:
Specifies a multiplier on the Transmit Interval whmlculating a Time-to-Live value. Default = 4.

Re-Initialization Delay:
Specifies a minimum time an LLDP port will wait beé re-initializing after setting the port to disalollowed by
setting a port to Tx-Only or Tx/Rx. This preventgessive Notifications if someone toggles betwesabled and
Enabled on LLDP Port settings. Default = 2 Seconds.

Notification Interval
Specifies the interval between successive Notificatgenerated by the switch. If a port sends adt#ication and
another port tries to send out a notification, tbéfication will not be sent until the interval gres.
Default =5 Seconds.

LLDP Configuration View

Mode | Disabled

Transmit Interval (Sec) | 30

Transmit Hold Multiplier | 4

Re-Initialization Delay (Sec) | 2

Notification Intexrval (Sec) | 5

| modity || Refresh |

Note: A redundant network topology will have one or miaaeking ports to prevent looping and
broadcast storms. LLDP will not receive neighlbiormation into a blocked port, though the
LLDP information will be transmitted out of a bl@tkport. Therefore, the switch that has the

blocked port will not know about the neighbor oa tther side of the blocked port, but the neighbor

will know about the switch that has the blockedtpor
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LLDP - Ports

LLDP Ports View

Port Name
Descriptive name of the port on the local switch.

Transmit
Enables or Disables LLDP Transmission on the switch

Receive
Enables or Disables Receiving of LLDP Frames fraigibor switches.

Allow Management Data
Allow the Transmission of Management type inforroatiFor example: 1P Address of switch, Port Dgdion, System
Name and Vlan information.

Allow Notifications
Notifications are transmitted when local or remaé¢a changes.

LLDP Ports View

TX2 YES YES YES NO
TX3 YES YES YES NO
TH4 YES YES YES NO
TX3 YES YES YES NO
TX6 YES YES YES NO
TXT YES YES YES NO
TXS YES YES YES NO
FX1 YES YES YES NO
FxX2 YES YES YES NO
FX35 YES YES YES NO
Fx4 YES YES YES NO

Modify | Refresh
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LLDP - Status

LLDP Ports Neighbor View

The Status View shows the results of LLDP discovérkie LLDP Ethernet frames received from neightigpports are
composed of a collection of data units called TLEach TLV contains a defined type of informatiotsas the Chassis ID
described below, which contains the MAC addregt@fdevice sending the frame. The maximum numbaeighbors displayed
per port is four.

Port Name
The name of the local port on which the neighb@rimation was received.

Neighbor MAC
MAC address of neighbor switch. Corresponds td-itieP Chassis ID TLV.

Neighbor IP
IP address of neighbor switch. Corresponds to ttie2R_Management Address TLV.

Neighbor Port Description
Description of the neighbor Port from which the LRErame was sent.

Neighbor System Name
The system's administratively assigned name onefghbor switch.

Neighbor VLAN PVID
The Port VLAN identifier (PVID) associated with theighbor port.

Neighbor VLAN ID/Name
A list of all VLAN's for which the neighbor port B member.

Neighbor TTL
Indicates the number of seconds that the informad&sociated with this neighbor will be valid. Titoelive (TTL)

LLDP Ports Neighbor View

00:07:affd:61:47 | 192.168.1.228 | Port 7 - 10/100 Mbit TX | N-TRON Switch fd:61:40 0001 - Default VLAN
TX3 | 00:07-affbel:bl | 192.168.1.247 | Port 1 - 10/100 Mbit TX | N-Tron Switch fhe0:b0 1 0001 - Default VLAN 98
TXS8 | 00:07-affd:37e7 | 192.168.1.225 | Port 7 - 10/100 Mbit TX | N-TRON Switch fd:37.e0 1 0001 - Default VLAN 111

Refresh |
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LLDP - Statistics

LLDP Local Port Statistics View

Port Name
Descriptive name of the port on the local switch.
Transmitted Frames
The total number of LLDP Frames sent out from twal switch.
Received Frames
Total number of LLDP frames received by the locgiteh.
Discarded Frames
The total number of frames discarded due to incbifeV's in frame.
Error Frames
Total count of all LLDP frames received with onenaore detectable errors.
Neighbor Age Outs
Total count of the times that a neighbor's infoiorahas been deleted from the switch because the
Time to Live (TTL) has expired.
LLDP Port Status
Local Port setting (Receive-Rx/Transmit-Tx/Disable)

LLDP Local Port Statistics View
H 2 23 0 0 0 BxTx ‘
X2 2 1] 0 0 0 BxTx
T3 0 0 0 0 0 BxTx
TX4 1] 1] 0 0 0 BxTx
TX3 2 20 0 0 0 BxTx
TX6 4 0 0 0 0 BxTx
TXT el 0 0 0 0 BxTx
TS 19 15 0 0 0 BxTx
FXl1 ] ] 0 0 0 ExTx
FxX2 0 0 0 0 0 BxTx
FX3 0 0 0 0 0 BxTx
F4 0 0 0 0 0 BxTx
Refresh |
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Ports — Configuration

The Configuration tab under the Ports category stibw a detailed overview of all the active porisioe
switch. The overview will display the followingfmrmation:

Port Number
This is the port index.

Port Name
This field displays the name of the port. The deatpn of TX is for copper ports, and FX is fordiboptic ports.

Admin Status
This configurable field displays the existing statif the port whether it iEnabled/Disabled.

Link Status
Current Link state of the port.

Auto Negotiation State
This configurable field displays the current auegatiation state whether it Enabled/Disable.

Port Speed
This configurable field displays the speed of eaatt 10/100/1000Mbps.

Duplex Mode
This configurable field displays the existing mafehe port whether it isull Duplex/Half Duplex.

Flow Control State
This configurable field displays the existing fl@entrol status of each port. When enabled,idévidual port supports
half-duplex back pressure and full-duplex flow ¢ohtThe default iDisabled.

Force High Priority State
This configurable field displays the port priorgttatus of each port. When enabled for a porfrathes received on that
port will be forced to the highest priority quewgardless of 'Defaulriority' setting or priority tags within the rewed
frames. The default Bisabled In an untaggetl-Ring configuration, the N-Ring ports on the N-RiManager and
active N-Ring Members will bEnabled.

Default Priority
This configurable field displays the default Qo®pty for the port when an untagged framedseived. The range is
0-7.

RSTP State
The current RSTP status of a port. It may confdagable/Discarding/Learning/Forwarding.

PVID
This configurable field displays the existing pgttAN ID setting. The allowable range is4094.

Usage Alarm Low (%)
The bandwidth utilization percentage below whidiawt will be triggered if enabled. For half duplthe bandwidth
utilization percentage is the sum of both RX addbandwidth utilization, and for full duplex this the higher of TX or
RX bandwidth utilization. See Port Utilization Weand Port Usage Fault on Fault Configuration View.
Usage Alarm High (%)

The bandwidth utilization percentage above whicaudt will be triggered if enabled. For half duplthe bandwidth
utilization percentage is the sum of both RX addbandwidth utilization, and for full duplex this the higher of TX or
RX bandwidth utilization. See Port Utilization Weand Port Usage Fault on Fault Configuration View.
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Ports — Configuration, Continued...

Port Configuration View

0i | TX1 | Disabled | Down | Disabled | 100 | Full | Enabled | Disabled | 90 | 25 | m

e
100
100

100
100
100
100
100

100

8
&

TX2 | Enabled | Up | Disabled | 100 | Half | Disabled | Disabled
TX3 | Enabled | Down | Disabled | 10 | Full | Disabled | Disabled
TH: | Enabled | Up | Disabled | 10 | Half | Disabled | Forwardine

— 7
Disabled

T I

o el =

[y

TXS | Eoabled | Up | Enabled | 100 | Full | Disabled
s abded | 100 | Full | Disabled | Disabled | 1
100 | Full | Disabled | Disabled | 1

FX2 | Enabled | Down
X3 | Emabled | Dovn
FX4 | Enabled | Down

BRI |E|E]I15] 1|5 |25 18
jost
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Ports — Configuration, Continued...

The User can click on the Port Number to configeaeh port individually. This will allow the usew t
change the port’s settings for the following fieldisich are explained above:

Admin Status
Speed and Duplex
Flow Control
Force High Priority
Default Priority
PVID

Usage Alarm Low
Usage Alarm High

TX3 - Port Configuration

Admin Status |E.-.E.|:.|E.;| "I

Speed And Duplex | | 4io-Negotiate - |

Flow Contraol IDisaI:ulEd "’I

PYID | |4

Usage Alarm Low [%] | |C

Usage Alarm High [%] |[10C

[Update | Cancel |
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Ports — MAC Security — Learning

The Learning tab allows the administrator to cdrtne learning or locking modes for the ports. ¢ked’
is the secure mode. ‘Learning’ builds an intefistlof authorized MAC addresses based on an apgprov
LAN. When the current mode is ‘Learning’, no pats secured.

MAC Learning View

Current Mode Leaming
Secured Ports  (None)

| Modify || Refresh |

In ‘Locked’ mode, ‘Secured Ports’ shows the padnist tare presently secureNote: when N-Ring and/or
N-Link are used, the N-Ring/N-Link ports will navie MAC Security enabled.

MAC Learning View

Current Mode | Locked
Secured Ports  THEI-TXS FXE1-FX4

| Modify | | Refresh |

The Modify button allows the administrator to charige current mode. When transitioning from
‘Learning’ to ‘Locked’, the Address Resolution LogARL) table represents the authorized MAC
addresses, with the addition of any manually edtedlresses (refer to Authorization List sectiolowg
Transitioning from ‘Locked’ to ‘Learning’, clearbe ARL for all ports.

MAC Learning Configuration

Current Mode | | Leaming +

Learning
Locked
Update [ =aTET
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Ports — MAC Security — Authorization List

The Authorization List tab allows for manual entrydeletion of authorized MAC source addresses with
associated authorized ports.

MAC Authorization View

Entry MAC Address Ports
1 00:07:affhe0:dd | TXI-TX2 TX6
2 | 0007:affbee:dl TH5-TX4

| Madify | [ Refresh |

Selecting Modify displays the MAC Authorization Gayuration page, which allows the administrator to
add new entries, delete existing entries, or edh@ized ports of existing entries.

MAC Authorization Configuration

Entry MAC Address Ports Delete

1 | 00:07:affhee0:d0 | TX1-TX2 TX6
2 00:0T:affbeel:dl TH3-TX4

|Add| [ Done | | Refresh |

Selecting Delete removes the associated entryectial) Add displays the MAC Authorization Entry jgag
showing default values for the administrator to mhotsee below). When an entry number hyperlink is
selected, this same page is displayed exceptwshkte associated MAC address and authorized ports.

MAC Authorization Entry

MAC Address | 00-00-00-00:00:00

Mtx1 [M1x2 MTX3 [v]TX4
Witxs [lTx6 [vITX7 [v]TXR
[PEx1 V2 [v]Fxs [v]Fx4
[ Select All ” Select Mone ]

Port List

|Add| | Cancel |
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Ports — MAC Security — Intruder Log

The Intruder Log tab displays a list of unauthadid@AC addresses that attempted to access the secure
device. Each intruder entry in the log is unicad is based on the combination of MAC address, NLA
and port. Only the first occurrence of the intnuiddisted. The log is ordered by most recerstfibased on
the system time. The maximum number of entridO@& If more than 100 intruders are detected, the
oldest entries are deleted. The log is not savealigh a power cycle.

Intruder Log

Entry MAC Address VLAN Port System Time

1 00:07:affh:e3:a 1 TH1 | 0 days, 0 hours, 11 mins, 23 secs
2 00:07-affF:7a:40 1 T3 | 0days, 0 hours, 1 mins, 33 secs

TX1
Tx2
TX3
TX4
TxE
TX6
TX7
Txs
FX1
X2
FX3
FX4

An entry can be individually removed from the logdelecting the associated Delete button. Alliestor
entries specific to a port can also be removed fiteeriog by choosing the option in the dropdowhdisd
then selecting the Clear button.
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Ports — Mirroring

A mirroring port is a dedicated port that is configd to receive the copies of Ethernet framesateabeing
transmitted out and also being received in fromahgr port that is being monitored.

The Mirroring tab under the Ports category displthes status including the list of Source Ports Hred
Destination Port that the Sources are being midrtoe

Port Mirroring Configuration View

Mirror Status Dh=abled

Destination Pore | TX1

Source Ports

o || |
|- |
03 | TX3 r r
o (T |- |
6| ||
06 | TX6 |~ |
07 | TXT r r
08 [ TX8 | - |
0 | FXL | |
Wik |- |r
u|es|r|r
2|4 |- |
Modify | Refresh |
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Ports — Mirroring, Continued...

Following the Modify button, you can enable thetissaof port mirroring and select source ports dmel t
destination port that the source ports will be oried to.

Port Mirroring Configuration

Mirror Status IDiSElblEd - I

Destination Port

THZ2
Source T¥3
Tx4
THE
R
AL | |(TXTV
THE -
01 | TX1 ([P
Fx2 —
02 | TX2 ||Fx¥3
Fx4 —
03 | TX3 '
M | TE4 r r
03 | TXS N '
06 | TE6 | T r
o | TXT | T '
08 | TX8 r r
0 | FX1 N '
W | X2 | - r
11 | FX3 ' r
12 | FX4 | [ -

Update I Cancel |
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Ports — Trunking

The Trunking tab under the Ports category displhgdollowing details:
Trunk Ports
This field displays the ports associated with thak.
Trunk Status
This configurable field displays the existing stataf the trunk. It can be either Enabled/Disabled.

Port Trunking Configuration View

FX3.  FX4 | Disabled

Modify | Refresh |

By selecting the Modify button, you can selectumkrgroup.

Port Trunking Configuration

FX3, FX4 _| | Disabled ~ |

T:-ca TX4

W

Cancell

Note: RSTP must be disabled in order to use the Truridatyre.
Two ports of the same speed can constitute a traiidk.
Only 1 Trunk per switch can be created.

All trunk ports must be at the same speed and duptele. If a port is not linked, there could be
difficulty as to similar speed and duplex modeis hest to hard code speed and duplex mode for
each trunking link, at both ends.

Do not use Trunking on an N-Ring manager. Do naneat the N-Ring to actively Trunking ports
on an Auto Member.
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Ports — QOS

The QOS decision tree chooses the highest pridrapsmit Queue (TQ) of the following criteria:
Force High Priority (Port Based) TQ mapping, IEER8.p TQ mapping, or DSCP TQ mapping.

The QOS tab under the Ports category displaysaltening details:

Port Number
This is the port index.
Port Name

This field displays the name of the port.

Include DSCP

This field displays the status of whether or nanwude the RFC 2474 DSCP TOS (Type of ServicahéinTQ

decision. When enabled, the DSCP TOS is includeelvevaluating traffic priority.

Include 802.1p

This field displays the status of whether or moinclude the IEEE 802.1p COS (Class of ServicegheTQ decision.

When enabled, the IEEE 802.1p COS is included vawvatuating traffic priority.

Force High Priority

This field displays the Force High Priority statuA/lhen enabled, the port based priority is incluihetthe TQ decision

for all ports and all frames received on a port usle the default QOS priority for that port in th@ decision.

Port Priority

This field displays the default QOS priority ftwat port. This is the IEEE 802.1p COS (Class o¥iSe) assigned to all

untagged ingress frames, or all ingress framesrié&-High Priority is enabled. The range is 0-7.

No
1

2k
3
4

10
11
12

Port Port Include

Name

DSCP
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Include
802.1p

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Force High Port
Priori Priori

Disabled
Disabled
Disabled
Dizabled
Disabled
Dizabled
Dizabled
Dizabled
Dizabled
Disabled
Disabled
Disabled

| Modify | [ Refresh

QOS Configuration View

1
1
1
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Ports — QOS, Continued...

Following the Modify button, the administrator caxependently configure the ports for different QOS
functionality. Once these fields are filled innh@et the needs of the administrator’s networkctrenges
may be updated by clicking the Update button abithtéom of the page.

Modify QOS Configuration
TR WOER
TTZTIm \Enabled v| | |Disabled ¥| |1—v|
Y e V|_I|Enabled v | [| Disabled || |1 ]|
3 'Enabled V|-;|Enabled v| || Disabled »| | [1 |

4 | TXL | Enabled V|_I|Enabled v| || Disabled »| | |1 v
5 |86 [ [Enabled V|-:|Enabled v| || Disabled | | [1 v
5 TX6 | Enablad V|_I|Enabled v| || Disabled »| | |1 »|
Bk  Enabled V|-;|Enabled v| || Disabled ¥| | 1 |
O v|,l|Enab|ed v| || Disabled »| | |1 »|
9 | BXI | [Enabled V|-;|Enabled v| || Disabled | | [1 v
10 80| [ Enapled V|_I|Enabled v | |Disabled | H
| EX3 |Enabled V|-:|Enabled v| || Disabled ¥ | %
125X Enapled V|__I|Enabled v| | |Disabled v/ _::
: M
| Update | [ Cancel |
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Statistics — Port Statistics

The Ports Statistics tab under the Statistics cayegdjsplays a list of MIB parameters. Each pas
separate counter for each parameter. This gives tise ability to see what kind of packets areagaver
which ports. At the bottom of the page for each peere are two buttons. Refresh will updatestagistics
for that port number and Clear will reset all tloeicters for that port number.

Port Statistics

Port E.T_>-(2 v.

Seatistics For Port TX2

1 | TxOctets

2 | TxDropped Packets ]
3 | TxBroadcast Packets 1

4 TxMNulticast Packets 34320
3 | TxUnicast Packets 518
4§ TxCollisions 0

7 TxSingle Collision ]

§ Tz Multiple Collision 0

9 | TxDeferred Transmit 1]
10 | TxLate Collision i
11 | TxExcessive Collision 0
12 TxFrameInDisc (]
15 | Tx Pause Packets 0
14 Bx 64 Packets 3616
13 | Bz 63 to 127 Packets 8858
16 Ex128to 255 Packets i3
17 |Ra236to 311 Packets 4

I8 | Rat312 to 1023 Packets 110

19 | Bx 1024 to 1522 Packets ]

20 ExOctets 1081713
21 |RxDropped Packets 0
22 BxBroadcast Packets 110
23 | FxMulticast Packets 11806
24 | RaUnicast Packets 2683
25 |RxUndersize Packets (]

2§ | Rx Oversize Packets ]

27 |Rxlabbers ]

28 | Rx Alignment Errors L]

29 | FxGood Octets 1081713
30 |Rx8A Changes 6763
31 |FxFCSEnors ]

32  RxPause Packets

o
33 | RaxFragments ]
34 BxExcessive Disc Size i

1]

35 | RxSymbol Error

Refrash Clear
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Statistics — Port Utilization

The Ports Utilization tab under the Statistics gatg shows all the ports on the switch and wilpthy a
bar graph showing the percentage of bandwidth hesed. These figures and bars are for a genetaidee
of what the bandwidth usage is. N-Tron recommehesise of N-View in order to get a more precise
bandwidth usage figure.

Port Utilization

HHO= S0 em

il]

TX1 TXI TX3 TX4 TXS TX6 TXT TXS FX1 FXI FX3 TFX4

=
&

POETS

Refresh |

The scale can be adjusted for the task at hand:

Port Utilization
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VLAN - Configuration

Note: Consult the Table of Contents for ‘VLAN Atidnh and Deletion Example’, and ‘VLAN
Configuration Examples’. These are detailed exasipl

Replace VID Tag with Default Port VID

Specifies whether or not to replace the incominB Ydg with the port's designated VID.
Perform Ingress Filtering

Specifies whether or not to filter out ingress femmvhen a VID violation is detected.
Discard Non-Tagged for Ports

Specifies whether or not non-tagged ingress fraaneslropped by the selected ports.

VLAN Configuration View

Replace VID With Default Port VID | [~

Perform Ingress Filtering | [

Discard Non-Tagged For Ports | (None)

0001 | Default VLAN | TX1, TXE,'I'XB TX4, TX5, TX6, TX7, TX8, FX1, FX2, FX3, FX4 | TX1, TXE,TXJ TX4, TX5, TX6, TXT, TX8, FX1, FX2 FX3, FX4

Modify | Refresh |

VLAN Configuration

Replace VID Tag With Default Port VID | [

Perform Ingress Filtering | [

Fmx Nme Mo Do
Discard Non-Tagged ForPorts | [ 1323 [ T35 [ T3¢7 [ Tx8

Cexn D DEs e

Update | Cancel |

0001 | Default VLAN | TX1, TX2, TX3, TX4, TXS, TX6, TX7, TXS, FX1, FX2, FX3, FX4 | TX1, TX2, TX3, TX4, TX5, TX6, TX7, TXS, FX1, FX2, FX5,FX4 | |7

Donel Refresh |

Note that for convenience in most frequent use:

« Ports are deleted from groupl as each port is afddadother group.

* Ports are added to groupl if a deletion leavestawith no group.

« Ifitis desired to have a port on groupl and alsmther group(s) configure groupl last to achibagt.

Note: RSTP on overlapping VLANS is not supported andystem will automatically disable RSTP on all
but the lowest VID VLANSs that have overlapping gort

(Revised 2012-05-01) Page 64 of 163

For Sales and Support, Contact Walker EMD « www.walkeremd.com ¢ Toll-free: (800) 876-4444 « Tel: (203) 426-7700 « Fax: (203) 426-7800



VLAN — Group Configuration

VLAN ID
This field displays the VLAN ID. The range shouled134094.
VLAN Name
This configurable field displays the name of theAN, which accepts alphanumeric and special cham¢te , -, .)
only.
Allow Management
Specifies whether or not all ports in this VLAN an@anagement ports.
Change PVID of Member Ports
Specifies whether or not the PVID of the membetgisrset to this VLAN ID.
Port No
This is the port index.
Port Name
Descriptive name of the port
Group Member
Specifies whether or not the port is included & ginoup.
Untag on Egress
Specifies whether or not egress frames are taggéueldesignated port.

Tagged VLAN Group Configuration

D |2

Name | [VLANZ

Allow Management | [v

Change PVID Of | [+
Member Ports

Group Ports

A
02 e v I
0B |TX | r
M TX | v
05 | TXS | [ r
06 | TX6 | [~ r
0T | TXT | r
08 | TX8 | [ r
09 |FX1 | [~ r
0| r
1| FX3 | r
2 |Fx4 | r

Update | Cancel |
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Bridging — Aging Time

The Aging Time tab under the Bridging category wiiplay the currently configured Aging Time. This
page allows users to modify this variable to mbeirtneeds.

Bridging Aging Time View

Aging Time 20 secs

| Modify | [ Refresh |

After selecting the Modify button, the user will peesented with a page that allows the number to be
entered and updated. The default aging time se20nds.

Bridging Aging Time Configuration

Aging Time | |9

[ Update ][ Cancel ]

Note: If the switch is an active participant of an N-Ritigen the N-Ring Aging Time will be used instead
of the Bridging Aging Time.
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Bridging — Unicast Addresses

The Unicast Addresses tab under the Bridging cayegol display a list of MAC addresses that are
associated with each respective port number. ddnsbe used to statically assign a MAC addresssadoe

a single port on the switch.

Display Static Unicast MAC Addresses

Static Unicast MIAC Address Filters
MAC Address Port VLANID

Mumber of Static Unicast MAC Addresses: O

[Add][ Remove ][ Refresh ]

Following the Add button on the page above, theiagtnator must enter a valid MAC address and
associate it with a port number on the switch. &the administrator hits the Add button, the changd

take effect instantly.

Add Unicast MAC Address Filter

Mac Address | | 00-07-AF-00:00:00

Port  7x1 «
VLANID |4
[Add] [ Cancel ]
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Bridging — Unicast Addresses, Continued...

Once a static MAC address has been added, it evlligplayed in a list on the main page under Unicas
MACs tab.

Display Static Unicast MAC Addresses

Static Unicast MAC Address Filters
MAC Address Port VLANID
0007 -af:00:00:00 TX1 1

Mumber of Static Unicast MAC Addresses: 1

[Add][ Remove H Refresh ]

Following the Remove button on the example abongdministrator can select a static MAC address fro
the list using a pull-down menu. After selectihg MAC address, the administrator needs to press th
Remove button on the page to remove the entry

Remove Unicast MAC Address Filter

Mac Address | 00:07-af00:00:00 +

Mumber of Static Unicast MAC Addresses: 1

Remove H Cancel ]
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Bridging — Multicast Addresses

The Multicast Addresses tab under the Bridginggatewill display a list of Multicast Group Addresss
that are associated with respective port numbehnss may be used to statically assign a Multicastu@

Address access to a group of ports on the switch.

Display Static Multicast Group Addresses

Static Multicast Group Address Filters
Multicast Address PortList VLANID

Mumber of Static Multicast Group Addresses: O

[Add][ Remove H Refresh ]

Following the Add button on the page above, theiagtnator must enter a valid Multicast Group Adsle
and associate it with a port number or list onsWwéch. Once the administrator clicks on the Addtdn,

the changes will take effect instantly.

Add Multicast Group Address Filter

Multicast Address | 11:07.af00:00:33

Port Li
WS P e F'ts M
MTtxs [Drxe 17 [ 18

Cea Nee NiEx Few
VLANID |_1

Add| Cancel |

Note: If there are multiple ports on different VLANSs, tHE2FX4 will apply the static multicast address to
the lowest VLAN-ID that is associated with onehef ports assigned to the static multicast address.
So if the lowest VLAN-ID contains all the portsigsed to the static multicast address (an umbrella
VLAN), it will function for all those ports with maroblems. This can be achieved with overlapping

VLANS.
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Bridging — Multicast Addresses Continued...

After adding a Multicast Group Address, it will @gy on the main list and will show the associatartisp
that go along with that address.

Display Static Multicast Group Addresses

Static Multicast Group Address Filters
Mulricast Address Port List VLANID
01:07:af:00:00:33 | TX4, TX3, FX4 |

Mumber of Static Multicast Group Addresses: 1

Addl Fiemcwel Heﬁeshl

Following the Remove button on the example abdweatiministrator will be presented with a list of
Multicast Group Addresses that are configured ensthitch. Using the pull-down menu, the admintsira
should select the desired address to be removieen dlick on the Remove button at the bottom of the

page.

Remove Multicast Group Address Filter

Mae Address ||(11:07:a£00:00:33 + | |

Mumber of Static Multicast Group Addresses: 1

Remove Cancel

Note: If there are multiple ports on different VLANs, tHE2FX4 will apply the static multicast address to
the lowest VLAN-ID that is associated with onehef ports assigned to the static multicast address.
So if the lowest VLAN-ID contains all the portsigsed to the static multicast address (an umbrella
VLAN), it will function for all those ports with mroblems. This can be achieved with overlapping

VLANS.
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Bridging — Show MAC by Port

This feature shows the MAC addresses of devicesamiad to each switch port and the IP Addresses
associated with the MACs. The browser page ‘ViedQ/by Port’ shows the MAC for the device found
on each port, and the IP for the MAC presentedailable. If more than one device is on that pibren the
lowest alphanumeric of those MAC addresses is stavdnunderlined.

View MAC By Port

Active IP Probe | Enabled

Modify |

MAC Address Ir Manual Entry

02 | TX2 | 00:07:affb:9d:d0 | 192.168.1.217

0 | TX4 | 00:07:af:11:22:88 Assign IP |

05 | TXS | 00:07:affb:al:70 | 192.168.1.213

06 | TX6 | 00:07:af00:87:19 | 192168167 | pelate ||:||

07 | TXT | 00:ledfbe:6B:62 | 192.168.1.118

08 | TXS | 00:07:affd:38:c0 | 192.168.1.219

0o | FX1
10 | FX2
11 | FX3
12 | FX4

Refresh |

The ‘Active IP Probe’ field is configurable usinget‘Modify’ button, and also displays the existing
Enabled or Disabled status of this feature. Thaulefs disabled. When disabled the switch gensnate
ethernet traffidor this purpose, but can still present some inftian gathered passively.

The ‘IP’ field shows an Auto-detected or manuallyezed IP address. If there is a MAC address #ptrt
and an IP address was not discovered there isssigA IP’ button to allow the user to enter andBrass.

If ‘Active IP Probe’ is enabled, manually enteré@alues are underlined and validated. A valid#efr
that MAC is presented in green and if validatioifsfthe IP will be red and underlined. Note thaihso
devices do not have an IP Address, and that sorieedethat do have an IP Address may not respottteto
methods used to detect their IP Address.
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Invoking the ‘Assign IP’ button on the example abpthe administrator will be presented with a fanm
which to enter a manually assigned IP, as below:

Assign IP

MAC Address | 00:07:af:00:eb:31

IF Address | 197 163 1.

[ Update ] [ Cancel ]

When an IP has been manually entered a buttorisdad to ‘Delete IP’, and invoking it will allovhe
administrator to delete the manual associatiomdPao that MAC.
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RSTP — Configuration

The Configuration tab under the RSTP categorydidplay the RSTP information for the first VLAN.
Using the pull-down menu at the top of the pagadministrator can choose which VLAN to configure
RSTP on. Once the VLAN is selected, the admirtistnaay configure the bridge by clicking on the
‘Configuration’ link in the middle of the page.

RSTP Configuration View

- 1-Default VLAN |+

RSTP Root Bridge Configuration

32768 §0:00:00:07:af fe:bd:cl 0 ] 16 1 13

This Bridge Configuration

32768 | Fast False
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RSTP — Configuration Continued...

The configuration screen for the VLAN that was poegly selected will look like the example belowerd
the administrator can make changes such as the Hietle, Forward Delay, Max Age, Priority, and the
Status of RSTP on that VLAN. The administrator serucan see the current RSTP status of the ports on
that VLAN by clicking on the *here’ link to view R Port Configuration at VLAN#.

RSTP Bridge Configuration For VLAN 1

VLAN 0001 - Default VL AN
Hello Time 1

Forward Delay | 13
Max Age |45
Priority || 32763

Status || Fgst w

Click _here fto view the RSTP port Configuration at VLAN 1

[ Update ][ Cancel ]

Note: It is recommended that RSTP rings consist of R&pBlte switches.
Trunking must be disabled in order to use RSTP.
Do not create redundant links unless either RSTR-Ring is enabled.
RSTP on overlapping VLANS is not supported andystem will automatically disable RSTP on all
but the lowest VID VLANS that have overlapping port
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RSTP — Configuration Continued...

Following the link for the view RSTP Port Configtican at VLAN#, the administrator or user can se® th
current RSTP status of the ports on that VLAN. siwill show information such as the Path Cost #ed t
Port State. If the switch sees a redundant patiiliput the port with the highest Path Cost iBtocking
mode where it will discard packets coming in ort fhart. In the example below, TX2 is a redundant po
with port TX1, therefore TX1 is forwarding and TX®discarding.

RSTP Configuration View For VLAN 1

01 | TX1 | Forwarding | 200000 | 128 | No | Enabled | Disabled ﬂqm_ﬂ_:r:z}_m 00:01
201 28 | No | Enabled | Disabled | 80:0000:07:af 2581 | 00:01
No | Enabled | Disabled | 00:00:00:0000:00:00:00 |  00:03
TX4 | Forwarding | 2000000 | 128 | No | Enabled | Disabled | 80:00:00:07a682381 | 0004
TX5 | Forwarding | 200000 | 128 | No | Enabled | Disabled 80:00.00:07-a£23:81 | 00:05
; 138 | No | Enabled | Disabled | S0:00.000Taff2381 | 00:06

Mo

Na

o

No

No

TX3 | Disabled | 200000 | 128

128 Enabled | Disabled | §0:00:00:07-aff:36:21 00:0e
128 Enabled | Disabled | 00:00:00:00:00:00:00:00 | 00:09
128 ‘Enabled | Disabled | 00:00:00:00:00:00:00:00 |  00:0a
128 Enabled | Disabled | 00:00:00:00:00:00:00:00 | 00:0b

k= lEie el e R e s

== Back | Heﬁeah'l
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RSTP — Configuration Continued...

If the administrator selects one of the ports angtrevious screen, he or she can change the Paittis
Cost, Priority, and the status of Admin Edge andoAtdge.

RSTP Bridge Port Configuration
VL

Path Cost

ID

Priority 28 |
Admin Edge || Disgbled v

AutoEdge | Fnapled

[ Update ][ Cancel ]
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IGMP — Configuration

The Configuration tab under the IGMP category didiplay the IGMP basic configuration settings. By
default, IGMP is enabled.

IGMP Configuration View

IGMP Status | Enabled

Query Mode Auto

Router Mode = Auto
Manual Router Ports = (MNone)
N-Ring Router Ports = (None)

| Modify | | Refresh |

Following the Modify button, the administrator wélée a list of configurable fields for the IGMP
configuration. Once these fields are filled imteet the needs of the administrator’s networkctienges
may be updated by clicking the Update button abthtéom of the page.

IGMP Configuration

IGMP Status I Enahbled - I
Query Mode I,-f'ith-::l - I
Router Mode I’E"L't':' - I

Manual Router Ports

M e T o
M1xs Tte 1y I 1X8

Fexn Fr Mo T

Update | Cancel |
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IGMP — Configuration, Continued...

The IGMP Status pull-down allows the user to enabldisable IGMP completely.

IGMP Configuration

IGMAIP Status Enabled - I

r—-_ .. 3 |
Query Made Disablad
Router Mode IﬁiLItG - I
Manual Eouter Ports

M= e Ciess i

IWitxs [C1xe ity [1x8

Fexn Freo s T e

Update I Cancel |

The Query Mode pull-down allows the user to setrgueode for Automatic (the default), On (always), 0
Off (never):

IGMP Configuration

IGMP Status I Enablad = I
QueryMode | [4t0 + |

Fouter Mode Dn g

Manual Router Ports

M T
MTxs Dtxe Dty [D1xs

Fea Feo s T B

Update I Cancel |
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IGMP — Configuration, Continued...

The Router Mode pull-down allows the user to chaosger mode. ‘Auto’ allows for dynamically detedt

and manually set router ports. ‘Manual’ allowsyoldr manually set router ports. ‘None’ allows mowter
ports.

IGMP Configuration

IGMP Status I Enablad - I
Query Mode IAMG vI
Router Moade | | o)t - I

Maone
Manual Router Ports |"l.-"|EII"ILIEI| | s T

[ v I

MFeas I Bu

Update I Cancell

The user can specify the manual router ports:

IGMP Configuration

IGMAIFP Status I Enahblad = I
Query Mode IAMG vI
Router Mode IAthD - I

Manual Eouter Ports

Cma MNme Hims Do
IWiTxs [C1xe ity [C1x8

Fexan Freo s T e

Update | Cancel |

(Revised 2012-05-01) Page 79 of 163

For Sales and Support, Contact Walker EMD « www.walkeremd.com ¢ Toll-free: (800) 876-4444 « Tel: (203) 426-7700 « Fax: (203) 426-7800



IGMP — Show Group and Show Router

The Show Groups tab under the IGMP category walpldiy a list of IGMP groups based on the Group IP
and the port number that it is associated with.

IGMP Group View

GroupIP  Port Name VLANID

224.10.10.10 TX1 1
224.10.10.10 TX2 1
224101011 T3 1
224.10.10.10 TX4 1
224.10.10.10 T35 1

The Show Routers tab under the IGMP category wsldy a list of Auto-detected Router IPs and tbe p
numbers that they are associated with.

Auto-Detected Routers View

Fouter IP Port Name VLANID

192003 TX6 1
192.168.1231 TXR 1
192.168.1.242 TX8 1
192.168.1232 TS 1
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IGMP — RFilter

The ‘rfilter’ (Router Multicast Data Filter) function allows you to choose whether or not DATAmes
with KNOWN group multicast addresses are sentédrntuter’ ports (links to other switches). Cortro
packets (Join, Leave) will be sent to the routedgprdless of this setting. “KNOWN?” is known from

dynamic IGMP Snooping operations.

The factory default is that the Router Multicast®Egilter is enabled for all ports, so any routertp do

NOT get DATA frames with KNOWN multicast destinatiaddresses unless a join to a specific multicast
address has been received on that phins override an rfilter.

If rfilter is disabled, router ports do get DATAafnes with KNOWN multicast destination addresses

Rfilter can be set for individual ports: any, alt,none. For each port, rfilter will have an impaxly if that
port is manually or dynamically chosen as a roptet.

Default configuration:

IGMP RFilter Configuration View
Port Port | Rfilter
No Name State
01 TX1l | Enabled
02 | TX2 | Enabled
03 TXE3 | Enabled
4 | TX4 | Enabled
035 TX3 | Enabled
0 | TX6 | Enabled
07 TX7 | Enabled
08 TX8 | Enabled
0% | FX1l | Enabled
10 | FX2 | Enabled
11 FX3 | Enabled
12 | FE4 | Enabled
Modify | Refresh
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IGMP — RFilter, Continued...

Modifying rfilter port settings:

IGMP RFilter Configuration
R A
(ot (1| B

n (x| r
03 | TX3 ¥
M| T | &
05 | TXS r
06 |TX6 | v
| TXT |
08 |TX8 |
09 | FX1 v
0w
11 | FX3 r
2 |F4 |
Update | Cancel |
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N-View — Configuration

The Configuration tab under the N-View categoryl @isplay two basic variables for N-View, the statu
and the interval between packets.

N-View Configuration View

N-View Status Enabled
N-View Interval 3

| Modify | | Refresh |

Following the Modify button on the above examples administrator can modify the variable to chathge
frequency with which N-View reports informatiomcreasing the interval will slow the update rate.
Decreasing the interval will allow N-View to repanore frequently. Additionally, you may Disable or
Enable N-View altogether.

Modify N-View Configuration

N-View Status | Epghled

N-View Interval 5

Update ] [ Cancel ]
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N-View — Ports

The Ports tab under the N-View category will digpddist of all the configured ports on the 712 ot
along with the ports transmitting multicast paclatg MIB stats respectively.

N-View Ports View
PortName  Muldcast OnPore? | Send MIB Stats?
TX1 YES YES
X2 YES YES
TX3 YES YES
TE4 YES YES
TX3 YES YES
TXG6 YES YES
TXT YES YES
TXSR YES YES
FX1 YES YES
FX2 YES YES
FX3 YES YES
FX4 YES YES
Modify | Refresh
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N-View — Ports, Continued...

Following the Modify button on the above example administrator can modify these two variables to
enable or disable multicast out of the port andIB stats are sent out for those ports.

Modify N-View Ports

Multicast On Pore?  Send MIB Stats?
™ v v
X3 r v
X4 v 2
TXS v r
TX6 v v
X7 v v
TX3 v m
FX1 r 2
FX2 v v
FX v v
FX4 v v

Update | Cancel |
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N-Ring — Configuration

The Configuration tab under the N-Ring category digplay the N-Ring basic configuration settingdy
default, N-Ring is in Auto Member mode and the MidRAging Time is 20 seconds.

N-Ring Configuration View

N-Ring Mode Auto Member

Aging Time 20

* Bwitch is currently using Bridging Azing Time = 20 secs

| Modify | | Refresh |

Following the Modify button on the above examples administrator will see a list of configurableldis
for the N-Ring configuration, as below.

Modify N-Ring Configuration

N-Ring Mede || 510 Member +

Aging Time |20

[ Update ][ Cancel ]

The N-Ring Aging Time has a default of 20 seconutia separate from the Bridging Aging Time. N-§Rin
Aging Time is used when the switch is an N-Ring &iger or becomes an active N-Ring Member, and in
either case N-Ring status includes for example:

“Switch is currently using N-Ring Aging Time = 26c®nds”

Once these fields are filled in to meet the neédseadministrator’s network, the changes mayawed by
clicking the Update button at the bottom of thegrag

NOTES:
1. N-Ring Manager cannot have RSTP or Trunking enabled
2. RSTP & N-Ring are different modes and cannot shdirgks or segments along those lines.
See the examples in the RSTP configuration section.
3. Do not use Trunking on an N-Ring manager. Do notmoect the N-Ring to actively Trunking
ports on an Auto Member.

4. Do not create redundant links unless either RSTPM#RINg is enabled.
5. Any one 712FX4 can only participate in one N-Ring.
6. N-Ring copper ports must be run at 100Mb full duglencluding the default ‘autonegotiate’ as
long as all switches in the ring support 100Mb fudluplex.
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N-Ring — Configuration, Continued...

The “N-Ring Mode” is one of three, as below:

Modify N-Ring Configuration

N-Ring Mode || pt0 Member v
Disabled

Aging Time Manager

[ Update H Cancel ]

If N-Ring Mode is “Manager”, then a pull-down allevgelection of available ports TX1/TX2, or FX1/FX2
(on 712FX4) as N-Ring ports.

Modify N-Ring Configuration

N-Ring Mode IManager ;l |

Aging Time

N-Ring Ports

VLANID | §

Tagging

Update | Cancel |
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N-Ring — Configuration, Continued...
If N-Ring Mode is “Manager”, then VLAN ID can betde a unique VLAN id (1 ~ 4094). Default is 3333.

If N-Ring Mode is “Manager”, then a pull-down allewgelection as to whether the N-Ring ports are
members of the VLAN’s Tagged or Untagged portsfaDk is Tagged.

Modify N-Ring Configuration

N-Ring Mode ||Manager _~| |

Aging Time IEE
N-Ring Ports IF}H JFX2 "I

VLANID | |3333

Tagging

Update

Once these fields are filled in to meet the neédsepadministrator’s network, the changes mayawed by
clicking the Update button at the bottom of thegrag

NOTES:

1. Since VLANSs are implemented for security reasonsnadl as traffic flow, N-Ring only makes
minimal changes. It is up to the administrator emsure that VLANSs are configured correctly on the
N-Ring manager and all N-Ring members.

2. When the N-Ring manager and all N-Ring Members a@redefaults, changing the N-Ring manager
to use a Tagged VLAN requires no user interactiandllow non-ring traffic to pass through the ring.
This works because changing to a Tagged VLAN doesnmemove the ring ports from the default
VLAN.

3. When the N-Ring manager and all N-Ring Members aredefaults, changing the N-Ring manager
to use an Untagged VLAN other than VID 1, requiré$e administrator to add non-ring ports to the
N-Ring VLAN to allow non-ring traffic to pass throgh the ring. This occurs because the N-Ring
ports must be removed from VID 1 because an untafygert may only be a member of one VLAN.
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N-Ring — Advanced Configuration

If switch is an N-Ring Member, the following datélee shown:
N-Ring Mode
Current N-Ring mode of switch.
Keep-Alive Timeout:
Keep-Alive timeout is used when switch is activeimN-Ring. The range &1000000seconds.

N-Ring Advanced Configuration View

N-Ring Mode | Auto Member

Keep-Alive Timeout (Secs) 31

| Modify | | Refresh |

Modify N-Ring Advanced Configuration

N-Ring Mode | Auto Member

Keep-Alive Timeout (Secs) | |31

[ Update H Cancel ]

If switch is an N-Ring Manager, the following adead configuration data will be shown:

N-Ring Mode
Current N-Ring mode of switch.

Self Health Packet Interval:
The amount of time to wait in milliseconds befoemding Self-Health packets. The default is 10.

Maximum Missed Packets
The number of missed Self-Health packets that doresia fault. The default is 2.

Sign-On Delay
The amount of time to wait in milliseconds befoeguesting initial sign-on information from ring meers. The default
is 1000.

Sign-On Match Packets
The number of times the switch count must matcbreestarting the sign-on process. The default is 3.

Sign-On Interval
The interval of time to wait in milliseconds befageguesting subsequent sign-on information frorg rmembers when
the ring is broken. The default is 3000.

Sign-On Info Spacing Multiplier
The amount of time to wait in milliseconds, scabgswitch number, before sending information torihg manager.
The default is 5.

Sign-On Info Retry Timeout
The amount of time the ring member will wait in lisiéconds for the ring manager to acknowledge ptadithe
member's information before the member tries teemed the information. The default is 1500.

Delay Before Re-Entering Broken State
The amount of time, in milliseconds, that must eapefore the ring is allowed to go back into thekben state. The
default is 3000.

(Revised 2012-05-01) Page 89 of 163

For Sales and Support, Contact Walker EMD « www.walkeremd.com ¢ Toll-free: (800) 876-4444 « Tel: (203) 426-7700 « Fax: (203) 426-7800



N-Ring — Advanced Configuration, Continued...

I N-Rinz OK I

N-Ring Advanced Configuration View

N-Ring Mode Manager

Self Health Packet Interval (Msecs) | 10
Maximum Missed Packets 2
Sign-On Delay (Msecs) 1000
Sign-On Match Packets 3
Sign-On Interval (Msecs) 3000
Sign-On Info Spacing Multiplier (Msecs)
Sign-On Info Retry Timeout (Msees) 1300

Lhn

Delay Before Re-Entering Broken State (Msecs) 3000

| Modify | | Refresh |

N-Ring OK

Modify N-Ring Advanced Configuration

N-Ring Mode Managzer

Self Health Packet Interval (Msecs) | |10
Maximum Missed Packets |2
Sign-On Delay (Msecs) | 1000
Sign-On Match Packets 3
Sign-On Interval (Msecs) || 3000
Sign-On Info Spacing Multiplier (Msecs) |5
Sign-On Info Retry Timeout (Msecs) | 1500

Delay Before Re Entering Broken State (Msecs) | 3000

Update H Cancel ]
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N-Ring — Status

The Status tab under the N-Ring category will digghe N-Ring status.

Below is an example of N-Ring Status from a switchefaults (N-Ring Auto Member) that is not an
N-Ring Manager and has not become an “Active” NegRutember:

N-Ring Status View

N-Ring Mode Auto Member

Switch is in Auto Member Detection Mode

Below is an example of N-Ring Status from an “AetiWN-Ring Member:

N-Ring Status View

N-Ring Mode | Auto Member

Switch is an N-Ring Member

N-Ring Manager Address
00:07-afff:af:00

Active N-Ring Ports
TX1 X2

* Bwitch is currently using N-Ring Aging Time =20 secs
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N-Ring — Status, Continued...

Below is an example of N-Ring Status from an N-Rutanager with a healthy N-Ring:

N-Ring Status View

Switch is an MN-Ring Manager, using M-Ring Aging Time = 20 Seconds
Refresh every [i] secs. [Update | |Pause | [Print. |
_ 14 Active Members etected In Current N-Ring (14 reporting) _

RM 0007affa80 1921631108 2552552550 N-Teom Switch 10

1 ._{hﬂm:_ﬁ;';g' 20 |192.168.1.245 2532352550 N.Tmnsm' %

2 000 afffeB:80 | 192.168.1 226 | 2352332550 N-Tron Switch E

3 .Qﬂﬂ?:_aE&';Eg&I}:lﬂl:lﬁﬂ_l_.:lﬂd 255.235.2355.0 N_Tmnsm. %

4 00:07:affFHE-00 | 192:168.1 225 | 255255255.0 | N-Tron Switch E

5 .ﬂﬂﬂ?:_aﬁﬁf;sa;q;ﬂ:1‘92_:1&3_1_.:101 2552552530 N_Tmnsm. %

{i] 00:07-affFaf20 | 1921681235 2352352350 N-Tron Switch E

7 .ﬂﬂﬂ?:_aﬁ-ff;sége'i}]ﬂl:lﬁﬂ_l__:lﬂﬁ 2352552530 N.Tmnsm' %

g Q00 af i 8a00 | 192.168.1.105 | 2352332550 N-Tron Switch %

9 .{H}:W:affzﬁf:e{l 1192.168.1239 2532552550 N_Tmnsm. %

10 00:07:affFRc-00 | 192:168.1.126 | 255255255.0 | N-Tron Switch %

11 .ﬂﬂﬂ?:_aﬁﬁf;saﬂjﬂl:lﬁs_l_.:lﬂi 2552552530 N_Tmnsm. %

12 D0:0T:af 860 | 192.168.1 249 | 255253235.0 | N-Tron Switch E

13 .Gﬂﬂ?:_aﬁﬁf;sﬂ. (192.168.1.110 253.235.255.0 N-Ttﬁnﬂw"ftph. %

14 000 afff a0 | 192:168.1.127 _2.55_153_255.0 _N—Tﬂ:n Bwitch E
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N-Ring — Status, Continued...

Below is an example of N-Ring Status from an N-Rit@nager with a faulted N-Ring. The red fields on
the N-Ring Map show problems. Ports that are melitate that the port is not linked. MAC addresbes
are red indicate that there is no communicatiaimad switch. The red “Ring Broken” line shows wééne
N-Ring is broken.

N-Ring Status View

Switch is an M-Ring Manager, using M-Ring Aging Time = 20 Seconds

Refresh every E secs. Update ] I Pause ] I Print... I

The total number of Active N-Ring Members is unknown. (13 reporting)

Switch order may be incorrect and all switches may not be shown.

RM | p0:07:afff8ac0 | 102.168.1.101 2552552550 |N-Tron Switch i
1 00-07:affF.c860 1921681248 2552552550 N-Tron Switch E
2 | 00:07:af#F-c020 | 192.168.1.243 | 255.255255.0 | N-Tron Switch g
3 |00-07:affF8a80 192.168.1.108 2552552550 N-Tron Switch g
1 | 00:07-aFFF64:00 | 102 168.1211 2552532550 | N_Tron Switch g
5 |D0-07-afFF75:80 192.168.1207 2552552550 N-Tron Switch E
6 | 00:07:af$F-75:60  192.168.1.203 | 255.255.255.0 | N-Tron Switch g
3 |00-07:affF 750 192.168.1203 2552332350 N—Tf‘unSmtch

o | 0007 -at i 6cel

233.23325330 ' IN-Tron Switch -

2352552550 |N-Tron S'mtc:h

162.168.1.210

st
10 0007 -af 7:75:c0 | 192.168.1.237 | 255.255255.0 | N-Tron Switch %
11 L0007 A TS a0 | 192.168.1.206 | 233:2535235.0 | N-Tron Switch g
12 D007 affFe8:80 | 192.168.1.213 2332532350 N-Tron Switch %
13 | D0:0T-aFfFREC0 | 192.168.1.246 | 235255 235.0 | N-Tron Switch g
14 D007 :affF8a-20 | 192.168.1.102 2332532350 N-Tron Switch %
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N-Ring — Status, Continued...

In rare cases an N-Ring can have a “Partial Faditi.example of this is to have a break in just bber in

a duplex channel fiber pair. The screenshot baloaws N-Ring Manager Status when a ‘Higher’ N-Ring
Port (TX2 or FX2) is not receiving self health frasnall the way around the N-Ring, though the oflosv
TX1 or FX1) N-Ring port is:

N-Eing Partial Fault (T2 is not receiving self health from TX1)

N-Ring Status View

Switch is an N-Ring Manager, using N-Ring Aging Time = 20 Seconds

Refresh every |b sacs. Update ] [ Pause ] [F‘rin’r_.. ]

1 Active Members Detected In Current N-Ring (1 reporting)
Switch No MAC Address IP Address Subnet Mask Name Ports

EM 00:07:affF 500 | 192.168.1.238 | 255.255.255.0 | N-Tron Switch E
1 00:07-afffae-el 192.168.1228 | 23525352330 N-Tron Switch %

The screenshot below shows N-Ring Manager States\atiLower’ N-Ring Port (TX1 or FX1) is not
receiving self health frames all the way aroundNRkRing, though the other (high TX2 or FX2) N-Ring
port is:

N-Fing Partial Fault (T is not recetving self health from TH2)

N-Ring Status View

Switch is an MN-Ring Manager, using N-Ring Aging Time = 20 Seconds

Refresh every |B secs. [ Update ] [ Pause ] [F‘rint.. ]

1 Active Members Detected In Current N-Ring (1 reporting)
Switch No MAC Address IP Address Subnet Mask Name Ports

BM 00:07-affF-af-00 | 192 1681238 | 2352352550 | N-Tron Switch %
1 00:07-afffae:el | 192.168.1.228 | 235233253.0 |N-Tron Switch %
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N-Link — Configuration

The purpose of N-Link is to provide a way to redamity couple an N-Ring topology to one or more othe
topologies, usually other N-Ring topologies. E&khink configuration requires 4 switches: N-Link
Master, N-Link Slave, N-Link Primary Coupler, andlihk Standby Coupler.

Standard N-Link Configuration (Example):

N-Ring N-Rng N-Ring

/ M:rL:tc:er METEZER M:rli\tt?er \
° N-Ring#1

Control Port
Default: TX3

Control Port
(Auto-Detected)

Control
:'.f Link §=
N\ N-Link Master Partner Link N-Link Slave J/
N-Ring Member (N-Ring Segment) N-Ring Member

Coupler Port
(Default: TX4)

Coupler Port
(Default: TX4)

Partner Port
(Auto-Detcted)

Partner Port
(Auto-Detcted)

seeeeeeeeth

Primary Starlldby
Coupler Coupler
Link Link

Coupler Port
(Auto-Detected)

Coupler Port
(Auto-Detected)

N-Link Couper N-Link Coupler
N-Ring Member N-Ring Member

i ¢ N-Ring#2 s

Member Member

N )

Manager
For convenience, a diagram similar to the aboyeasided in the switch’s browser help for N-Link.
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N-Link — Configuration, Continued...

Complex N-Link Configuration (Example):

N-Ring . N-Rng N-Ring
Auto 1 Manager Auto
/ Member 9 Member \
¢ N-Ring#1
Control Control Control
;F Link #1 }-‘_ ;‘{ Link #2 }F ;'_( Link #3 3_';
N-Ring AM N-Ring AM N-Ring AM N-Ring AM N-Ring AM N-Ring AM
\—{ N-Link Master [—F M1 N Link Slave N-Link Master [—F o' N-Link Slave N-Link Master [—" 7" N-Link Siave [
#1 #1 #2 #2 #3 #3
= * = * =
Primary Staﬁdby Primary Staﬁdby Primary Staﬁdby
Coupler Coupler Coupler Coupler Coupler Coupler
Link #1 Link #1 Link #2 Link #2 Link #3 Link #3
N-Link AC N-Link AC N-Link AC N-Link AC N-Link AC N-Link AC
N-Ring AM N-Ring AM N-Ring AM N-Ring AM N-Ring AM N-Ring AM
¢ NRing#2 ¢ N-Ring#3 ¢ N-Ring#4
N-Ring X N-Ring N-Ring " N-Ring N-Ring " N-Ring
Auto | MNar:Ranger -  Auto Auto Mr:rﬁnger - Auto Auto | Mr:rﬁnger rH{ Auto
Member 9 Member Member 9 Member Member 9 Member

Configuration Notes:

The Master and Slave must be part of the N-Ringltayy.

If using default configuration choices, the adntir@or only needs to configure the N-Link Master.
The N-Link Slave and both Coupler switches willadetect any needed configuration.

If not using default configuration choices, the aastrator may also need to configure the Default
Coupler port on the N-Link Slave.

There must be a direct link between the Master&ade Control ports. Use of media converters or
other switches is not supported.

There must be a direct link between the MasterSlade Partner ports. Use of media converters or
other switches is not supported.

There must be at least one other switch, besideM#ster and Slave, that supports N-Link on the
N-Ring.

N-Link will only support a single point of failureMultiple points of failure and misconfiguration
are not supported and may cause a network storer sodhe circumstances.

Configuration Steps to redundantly couple 2 N-Rinqnetworks:

1.
2.
3.

No oA

Ensure the Coupler and Control cables are discdedet this point.

Get Both N-Rings working with a status of OK.

Configure N-Link Slave: Ensure that the N-Link S#as set to Auto Configure and select a Default
Coupler Port. Save Configuration.

Configure N-Link Master: Select the Control and @leu ports. Save the Configuration.

Connect the Control Link cable. Ensure that trev&kswitch status now shows a state of “Slave”
Connect the Coupler Link cables.

Check N-Link status by selecting the N-Link Staisw page.

(Revised 2012-05-01) Page 96 of 163

For Sales and Support, Contact Walker EMD « www.walkeremd.com ¢ Toll-free: (800) 876-4444 « Tel: (203) 426-7700 « Fax: (203) 426-7800



N-Link — Configuration, Continued...

The Configuration tab under the N-Link categoryl @ikplay the configuration settings. By defaiit,
Link is in Auto Configure mode and will use TX4 the Default Coupler port.

N-Link Configuration View

N-Link Mode Auto Confizure

Default Coupler Port TE4

| Modify | | Refresh |

Following the Modify button on the above examples administrator will see a list of configurableldis
for the N-Link configuration, as below.

Modify N-Link Configuration

N-Link Mode | Auto Configure +

Default Coupler Port || TX4

[ Update H Cancel ]

The port configured as the Default Coupler Port el used as the Standby Coupler port if the switch
detects an N-Link Master and becomes an N-Link&lav

Once these fields are filled in to meet the neédsepadministrator’s network, the changes mayawed by
clicking the Update button at the bottom of thegrag
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N-Link — Configuration, Continued...

The “N-Link Mode” is one of two choices, as below:

Modify N-Link Configuration

N-Link Mode | Auto Configure

Master

Default Coupler Port || TX4

[ Update H Cancel ]

If N-Link mode is “Master”, then the administratmust configure the Control Port (default: TX3) ahd
Primary Coupler Port (default: TX4).

Modify N-Link Configuration

N-Link Mode || Master b

Control Port | TX3 W

Primary Coupler Port Tx4

[ Update H Cancel ]

Once these fields are filled in to meet the neédsepadministrator’s network, the changes mayawed by
clicking the Update button at the bottom of thegrag
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N-Link — Status

The Status tab under the N-Link category will digpthe N-Link status.

If the switch is an N-Link Master or Slave, theldaling switch status and partner status informatidhbe
shown. Fields with a red background designateith ¢andition.

State: Current N-Link mode of switch.

Control Port: The port being used to convey control informatibinere must be a
direct link between the Master and Slave ControtgodJse of medi
converters or other switches is not supported.

Partner Port: The port being used for normal communication betwtee N-Link
Master and N:=ink Slave switch. There must be a direct link besw
the Master and Slave Partner ports. Use of mediaerters or other
switches is not supported. This port will be detdcautomatically.

Coupler Port: The port being used to establish a redundant patbthiernet data
transmission.

Coupler Port State: Blocking, Forwarding.

Status: No errors will show "OK", otherwise a descriptiohtloe Faults
detected.

N-Link Partner Information

State: Current N-Link mode of switch.

MAC: The MAC Address of the N-Link Partner switch.

Coupler Port State: Blocking, Forwarding.

Status: No errors will show "OK", otherwise a descriptiohtioe Faults
detected.

If switch is an N-Link Auto Configure and not a @& the Coupler port, if known, will be shown.
N-Link State: Current N-Link mode of switch.

Coupler Port: The port used to establish a redundant path fare¢h data
transmission. This port will be detected automdliica

Below is an example of N-Link Status from a switcliefaults (N-Link Auto Configure) that is not an
N-Link Master and has not become an N-Link SlavaroN-Link Coupler:

N-Link Status View

N-Link State Auto Confizure
Coupler Port (None)
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N-Link — Status, Continued...

Below is an example of N-Link Status from an N-Li@kupler switch:

N-Link Status View

N-Link State | Auto Confizure
Coupler Port TXE4

Below is an example of N-Link Status from an N-Liklkaster switch:

N-Link Status View

State

Control Port
Partner Port
Coupler Port
Coupler Port State

Status

Master

N-Link Partner Information
State  Slave
MAC 00:07:affe:afcl
Coupler Port State  Blocking
Status OK

(Revised 2012-05-01)
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N-Link — Status, Continued...

Below is an example of N-Link Status from an N-LiBlave switch:

N-Link Status View

State | Slave
Control Port T3
Partner Port TX2
Coupler Port TH4
Coupler Port State Elocking
Status  OK

State Master

MAC  00:07:affe:cd:40
Coupler Port State  Forwarding

Status OK

Below is an example of N-Link Status from an N-LiMlaster and Slave where the Primary Coupler link is
broken:

N-Link Status View N-Link Status View
State | Master State | Slave
Control Port TX3 Control Port T3
Partner Port TXl Pariner Port TX2
coper o | ConperPrt. T3
Coupler Port State | Blocking Coupler Port State | Forwarding

State Slave State Master

MAC 00:07:affe:af:c0 MAC 00:07:affe:c4:40
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N-Link — Status, Continued...

Below is an example of N-Link Status from an N-Liklaster and Slave where the Standby Coupler link is
broken:

N-Link Status View N-Link Status View
State Master State  Slave
Control Port | TX3 Control Port | TX3
Partner Port  TXI1 Partner Port TX2
Compr s T conper v |
Coupler Port State  Forwarding Coupler Port State | Blocking

State | Slave State Master
MAC | 00:07:affe:af"c) MAC | 00:07-affe:cd:40

Coupler Port State _ Coupler Port State  Forwarding

Below is an example of N-Link Status from an N-LiMlaster and Slave where the Control link is broken:

N-Link Status View N-Link Status View

State Master State  Slave
Partner Port TX1 Partner Port TH2
Coupler Port TX4 Coupler Port TH4
Coupler Port State  Forwarding Coupler Port State | Blocking
Status Status

MAC MAC
Coupler Port State Coupler Port State
Status Status
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N-Link — Status, Continued...

Below is an example of N-Link Status from an N-Liklkaster and Slave where the Partner link is broken:

N-Link Status View

State .Masifz-
Control Port TX3

—

Coupler Port TX4

s P PR

State | Slave

MAC 00:07.afff9c:el
Coupler Port State Blocking

N-Link Status View

State | Stave
Control Port -‘I'XS
—
Coupler Port :-11'!(4 -
| Coupler Port State - -Bioclcing

o, RG]

State Master

MAC 00:07:afFE38:a0

Coupler Port State Forwarding
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CIP — Configuration

The Configuration tab under the CIP category wahthy basic variables for CIP, and the status:

Cip Status:
Enables or Disables CIP on the Switch. Default: e

Multicast RPI:
The minimum Requested Packet Interval for Clagsdlt{cast) connections, in milliseconds.
Requests for less than this value will be rejectedfault = 1 second.

Unicast RPI:
The minimum Requested Packet Interval for Claasn&ast) connections, in milliseconds.
Requests for less than this value will be rejedBefault = 1 second.

CIP Configuration View

CIP Status | Enablad
Multicast RPT | 300 (mz)

Unicast RPI | 300 (ms=)

Modfy | Refresh |

Following the Modify button on the above examples administrator can modify the variables.
Additionally, you may Disable or Enable CIP altdyat

Modify CIP Configuration

CIP Status | Erahled -
Multicast RPI | |200 (msz)
Unicast RPI | |300 (msz)

|Ipdate | Cancel |
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CIP — Status
The Status tab under the CIP category will dispieyCIP status.
The following switch status and partner statusnmation will be shown:

Identity Information:
Product Name: Switch Model Number.
Vendor: This is N-Tron's ODVA EtherNet/IP Vendor ID (1006).
Device Type The ODVA Device Type is Communications Adapter k90 hex).
Major Revision: The Major Revision of the CIP implementation.
Minor Revision: The Minor Revision of the CIP implementation.

Serial Number (hex):CIP Serial number, unique across all N-Tron CIPiaks: This is the
last 4 octets of the base switch MAC.

Connection Information:

Number of Multicast
Connections:

Number of Unicasi
Connections:

Current number of CIP Ethernet/IP class 1 (multjcasnnections.

Current number of CIP Ethernet/IP class 3 (unicasthections.

CIP Status View

CIP Status | Enabled

Product Name | N-TRON T014F%4
Vendor | 1006 (N-TRON)

Device Type | 0x0C (hex)
(Communications Adapter)

Major Revision |1

Minor Revision | 2

Serial Number | (xAFFD3S7EQ (hex)

Number of Multicast Connections | 0

Number of Unicast Connections |0

Refresh |
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Firmware/Config — TFTP

The TFTP tab under the Firmware/Config categorggithe administrator the ability to upload or davad
a config file for a 712FX4 Series switch. Thisals administrators to backup their configurations t
server offsite in case they need to reload thestara configurations at a later time. Administratoan also
download an Image or Boot Image file to the switehTFTP, allowing them to update the firmwarehe t
field without losing their current configurationsdawithout having to send the unit back to N-Tron f
updates in the future. It is important not to eygbwer on the switch or interrupt the data conaect
between the TFTP server and the switch while yeulashing or uploading/downloading a config filEhe
switch will not stop working if this does occur,tiibe administrator will have to retransfer the fil

TFTP - Firmware/Config

Server IP Address | 157 1653.1.12

File Name Image

Transfer Type || Download image from server v

[Action ] [ Cancel ]

TFTP - Firmware/Config

B 192.168.1.118

File Name I?DDSeries.Image

Transfer Type || Download image from server ~|

Upload saved config to server
Download config from server
‘Drownload image from server
Download bootimage from server

Download Image

Transferring "Image" from server (192.168.1.12).

Image transferred successfully.
Resetting switch (192.168.1.228)

Please wait...
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Support — Web Site and E-mall

If at any point in time you get confused or woukkladditional support directly from N-Tron, you yna
visit N-Tron’s web site, or e-mail N-Tron directhith the links provided for more information.

dows Internet Explorer = IE il

Google R

(€]®

jElIe Edit  Wew Faworites Tools Help

- Ig_ http:/f192, 168 1,214/ main.ssi

CAREERE | TRADESHOWS | CONTACT

N-TRON |

THE INDUSTRIAL NETWORK COMPANY

ABOUT US PRODUCTS | SER CASE STUDIES CONTACT

- @Lagical View -
s Support & Services | auickunks |

erv

8, un

f & replacer

WHERE TO BUY

Copyright © 2008- 2010
N-=TRON Corp:.
All fights reserved,
nEtp://www.n-tron.com

REQUEST

Logged in as: admin

For additional information, piease contact us

PRESS RELEASES <> N-TRON® Announces New Additions to the Gigabit Capable 7000 Series: 70187 ... read

CONTACT | FE

& 2010 H-TROM &ndd the N-TROM logo are trademarks of N-TROMN Corp. Product names mentioned herein are for idertification purposes anly and may be trademarks andior registered
trademarks of their respective company. J
-
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BPCL — Broadcast Packet Count Limit Configuration

The BPCL link will display all the ports that arestalled in the 712FX4 Series unit and will list BBPCL
Percentage for each port. BPCL defaults to 3%4@3100 ports. A Modify button is provided to change
these fields.

Broadcast Packet Count Limit Configuration View
Port Name BPCL [%0]
X1 3
X2 3
T3 3
T4 3
T3 3
TX6 3
X7 3
Tx8 3
FX1 3
FX2 3
FX3 3
Fx4 3
Modify | Refresh |

Following the Modify button on the above examples administrator can modify the BPCL Percentage for
each and every port.

Broadcast Packet Count Limit Configuration

Port Name IT}U vl

BPCL Percentage |[Tx2
TR3
Tx4
Crxs
TXE
TK7
TX8
Fx
Fx2
Fx3
Fx4
All
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User Management — Adding Users

The User Management link will display a list of tile users who have access to the managementdeatur
the switch and their access permissions.

Authorized Users

No. User Access
Name Permission

01 | admin admin

[Add][ Remove ][ Refresh ]

Following the Add button on the above example,atiministrator can add another user and assignsire u

a username, a password, and the user’s permigsiseigadministrator).

Add New User

User MName ||_|S,Er

Password |, oesee

Access Permission ||| o W

|Add| [ Cancel |

A page should display after the administrator dittke Add button indicating that the user was ssefcdy

added.

(Revised 2012-05-01)

Authorized Users

No. User Access
Name Permission

01 | admin admin

02 user user

[Add][ Remove ][ Refresh
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User Management — Removing Users

In order to remove a user, simply click on the Reenoutton at the bottom of the page.

Authorized Users

No. User Access
Name Permission

01  admin admin

02 user user

[Add][ Remove ][ Refresh ]

Following the Remove button on the above exampkeatiministrator can remove a user by enterinigan t
user’'s name and clicking the Remove button.

Remove An Existing User

Uszer Name ||_|Ser

[ Hemove ][ Cancel ]

A page should follow indicating that the user wascgssfully removed from the list.

Authorized Users

No. User Access
Name Permission

01 | admin admin

[Add][ Hemove ][ Refresh ]

Note: There are a maximum number of 5 users per switéder permissions have the right to view switch
configurations and to view current port settingsit lsannot make any changes to these settings.
Admin permissions have the right to change and @eyswitch configuration and to change and
view any current port settings.

(Revised 2012-05-01) Page 110 of 163

For Sales and Support, Contact Walker EMD « www.walkeremd.com ¢ Toll-free: (800) 876-4444 « Tel: (203) 426-7700 « Fax: (203) 426-7800



LogicalView

The 712FX4 Web Management offers a logical viewhefswitch. Here a user or administrator can see a
graphical depiction of the 712FX4 series switclort®that are linked will appear in green, whiletpahat
are not linked will appear in black. The exampdolv shows a 712FX4 with ports 1, 2, 5, 6, anchKdd.
The other ports are currently in the down staté keing used). Also, the logical view reveals eetthe
configuration device (SD card) is installed or not.

N-TRON 712FX4 N-TRON 712FX4

Configuration device is not connected.

Configuration device is connected.

me@ @ ._,,.;..f_-r@ @ ACT

Refresh I Refresh
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Configuration — Save or Reset

The Configuration section of web management giveadninistrator the ability to save a running
configuration into the NVRAM. This step is neededrder for the switch to remember any changes aft
power cycle.

The “Save” button will save all current changesh® configuration for use after the next power eycl

The “Reset” button will discard all unsaved changeset the switch and load the most recently saved
configuration settings.

The “Factory” button will reload N-Tron’s factoryethult configuration settings. Doing so will refigare
the 712FX4 Series switch to factory defaults. Bnmcases it is desirable to restore factory defduult
retain certain settings. Checkboxes are providestlect the desired behavior. Note that if no
Configuration Device is present, that is presented.

Configuration Save Or Reset

Configuration device is not connected.

Click "Save" button to save changes to the confizuration.

Save

Click "Reset” button to reset the switch and load the most recently saved confizuration.

Click "Factory" button to reset switch to factory defaults.

Eeep current IP address, subnet mask, and gateway.
Eeep current user names and passwords.
Eeep currently stored SNMP settings.

Eeep currently stored DHCP Server settings.

K EEEE

Eeep currently stored MAC Security settings.
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If a Configuration Device is present, that is preasd:

Configuration Save Or Reset

Configuration device is connected.

Click "Save" button to save changes to the confizuration.

Save

Click "Eeset" button to reset the switch and load the most recently saved confizuration.

Click "Factory" button to reset switch to factory defaults.

Eeep current IP address, subnet mask. and gateway.
Eeep current user names and passwords.

Eeep currently stored SNMP settings.

Eeep currently stored DECP Server settings.

Eeep currently stored MAC Security settings.
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Help — Overview

192.168.1.Z14 N-TRON Switch [:23:80 - Windows Internet Explorer e | O |i|

—
Q = |&] hitpijf19z. 168.1.214/main.ssi

I File Edit Yew Favorites Tools Help

T 2E| -] B1ez6E1.214 H-TRON .. X @192.168.1.213N—TRONSwit...I@192.16‘3,1.21?N-TR_ONSwit._..

THE INDUSTREAL METWORE COMPANY.

E..
+
o
B
o
[
E.
®
3}
o
&
*
5

@ Administration
@CHCP |
@LLDP

@Ports | Statistics VLAN Brideing RSTP
@ Statistics |

@ VLAN

@Eridging EIP Firmware Confiz BECL User Management
@RSTP

@IGMP

@ N-View
@N-Ring

@N-Link

SCIP
@Firmware/Config
@ Support This Help provides information on confizuring and monitoring the manageable parameters of the device. The major
SBPCL software functions provided by N-TRON WebConsole are:

dlser Management
@ Logical View

Administration DHCP LLDE Ports

IGMP N-View N-Ring N-Link

Other

Overview

Services to user's requests: This function of the software is responsible for servicing the user requests
remotelv by using HT TP protocol.

T_‘ gomfe Graphical Representation: This function of the software shows the graphical representation of the
! St arameters of each port on the device.
s P
[~ @Help
~ @lLogout Controls in WehConsole
: Button Field: A field that the user can click to perform operations.
Copyright © 2008-2010 Radio Buston: This field provides a list of choices.
N-TRON Carp. Lahel Field: A field that displays strings. This is a read-only field.

All ights resarved,

REtD: /WM. - Eron. COm List Field: This field provides a list with scroling capability (a table).

Text Field: A field to enter keyboard input.

Logged in as: admin Buttons in WebConsole

Modify: Click to change the existing confisuration. This will 12ad to the modification of confizuration
parameters for the respective feature.
Refresh: Click to get the latest confizuration from the device.
Update: Click to apply the new configuration changes.
Cancel: Click to skip the confisuration changes and return to the previous page.

When the Help link is clicked on, you will see Bgerview page that will have some basic definitiand
more specific choices at the top of the screernhaigh this page is not as detailed as the maitgges
you a basic feel for different features the 712eférs.
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P
@-\._ )= |@] fetpiiaz.1ea.1.228/main =i = 2 B

Administration DHCP LILDP Ports
Statistics VLAN Bridsing ESTP
IGMP NView M-Ring M-Link
CIP Firmware Config BPCL User Manazement
Other
] -
Firmware/Config Administration
Support
bt Web 'Z_Stte Administration group is divided into three categories:
DE-mail 1Svstem 2 SNMP 3.Fault
- @BPCL |
~@User Management Svstem
- @Logical View IP Configuration: Determines the method used to obtain an IP address, Subnet Mask, and Gateway
~@Home address. When Static is selected, the statically confizured values are used. When
~@Config DHCP is selected, DHCP protocols are used to obtain these values.
= @Help Client ID: This option is used by DHCP clients to specify their unique identifier. DHCP
~ @logout servers use this value to index their database of address bindings. This value is
it : expected to be unique for all clients in an administrative domain. The identifier may
Copynight 1@ 2008-2009 be the MAC address. switch name, or entered as a text string or hex characters.
N=TRON Corp, |(Cnly shown in DHCP Mode) e
All rights reservad, IP Address: Contains the current IP Address of the device.
hitp:/fwww.n-tron.com Subnet Mask: Contains the cutrent Subnet Mask of the device.
Logged in as: admin Catemyy: Contiinethe autent Cateway ef thisdiepics.
Fallback IP Address: Contains the confizured Fallback IP Address of the device. (Only shown in DECP
Mode)
Fallback Subnet Mask: Contains the confizured Fallback Subnet Mask of the device. (Only shown in
DHCP Mode)
Fallback Gateway: Contains the confizured Fallback Gateway of the device. (Only shown in DHCP
Mode)
MAC Address: MAC Address of the device.
System Up Time: This parameter represents the total time elapsed since the switch was numed ON or |
RESET. LI

Following the Administration link on the help pagiee administrator or user can see some information
regarding the configuration options in the Admiraibn category on the left side of the web manasggm
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Help — DHCP

f;‘ 192.168.1.228 N-TRON Switch ff:2b:00 - Windows Internet Explorer

+ @ Administration
o @DHCP
t @LLDP
t- @Ports Statistics VLAN Bridging RSTP
- @Statistics = — == —
@ VLAN 1GNP H-View N-Ring N-Link

Administration DHCP LLDP Ports

1+
i

s

s

s

s

s

s

i€ : _”_dg‘mg' cIe Firmware Confiz BPCL User Management
& @RSTP
s

s

s

s

s

s

=

- @IGMP Other
- @N-view
H @N-Ring
£ @N-Link -
o @CIP DHCP
+- @Firmware/Config -
+ @Support
~ @BpcL
- @lser Management
- @Logical View
-~ @Home
S E“'C:cnnﬁg e T 3 T
-~ @Help Allow Broadeast: ;qd.tcates whether the DECP server will process broadeast messages. Twvpically,
- @logout client requests are broadcast and relav agent requests are unicast. When er.lal.::led.
the server will respond to broadcast requests. When disabled. the server will iznore

Copyright © 2008-2000 broadcast requests. The default is Enabled.

va?:TRON Corp, Delay Broadeast (Ms):| The amount of time (in milliseconds) that the DHCP server will delay the processing

5 of a broadeast message. This setting is used when clients and relav agents are on

the same subnet and ‘or VLAN. A delav provides the opportunity for relav agent
requests to be honored before client requests. This setting only applies when
Allow Broadcastis Enabled. The range iz 0-2500 and the defaultis 500.
Server ID: | Dezcriptive name of the DHCP server. The name must be unique. The default is the
switch name.

DHCP group is divided into two categories:
1. Server 2. Felay Agent

Server - Setup Profiles
Server Enabled: |Indicates whether the DECP serveris active. The default is Disabled.

All rights reserved.
http:/fwww.n-tron.com

Logged in as: admin

Nerwork Profiles

A network profile maintains vital network confizuration options for potential clients. At least one network profile
is necessary to create an IP map. Also, a default nerwork profile named "DEFAULT" can be created and used to
initialize certain fields in other network profiles to default values. The Delete button removes the corresponding
network profile alongz with all IP maps and bindings associated with the network profile.

Network Profile Name: |Descriptive name of the network profile. The name must be unique and is required.

Address Pool Start:|Starting [P address of a pool of addresses for the network profile. IP addresses
within the address pool can be used in any combination of dvnamic and static [P
assignments. There can only be one address pool per subnet: therefore. itis
recommended to use the full ranze of addresses. For example, an address pool
range of 192.168.1.1 to 192.168.1.254 will result in a subnet address of 192.168.1.0
and a subnet mask of 233253

0

Address Pool End: Ending IP address of a pool of addresses for the network profile. IP addresses
within the address pool can be used in any combination of dynamic and static [P ﬂ

arcimnmants Thara man anlirha ana addrace nnnl nar cobhnat- tharafara it ic

Following the DHCP link on the help page, the adstiator or user can see some information regartieg
configuration options under the DHCP categorietheneft side of the web management.
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Google £

- @Administration
& @D
G :ESDCPP Administration DHCP LLDP Ports
U:‘ @ PO rts Statistics VLANW Bridsing BSTP
E- @statistics = — == =
E @ VLAN IGMP NView MN-Ring MN-Link
i @Bridging (653 Eitmware Confiz BPCL User Management
- @RSTR
- @IGMP Other
iE
H-@N-Ring
- @N-Link o
B @ce . LLDP - Link Layer Discovery Protocol
- @Firmware/Config
E @ -'

= :;;EEOR LLDPis divided into four categories:

@ U.';er Mo 1. Confizuration 2. Ports 3. Status 4. Statistics

2l g:_‘fgfca.l View Configuration

N HOme

gﬁolnﬁg Mode:|Enables or Disables LLDP on the Switch. Default: Dizabled

@l

- @ I;ogiut Transmit Interval: | Specifies the interval at which LLDP frames are transmitted. Default = 30 seconds

Transmit Hold Multiplier: |Specifies a multiplier on the Transmit Interval when calculating a Time-to-Live
Copyright © 2008-2000 value. Defautt = 4
M=TROM Carp, Re-Initialization Delay:|Specifies a minimum time an LLDP port will wait before re-initializing after setting
All rights reserved. the port to disable followed by setting a port to Ta-Only or To'Bx This prevents
http:/veww.n-tron.com excessive Notifications if someone toggles berween Disabled and Enabled on
LLDP Port settings.. Default =2 Seconds
Logged in as: admin Nortification Interval: |Specifies the interval between successive Notifications generated by the switch. If

a port sends out a notification and another port tries to send out a notification, the
notification will not be sent until the interval expires. Default =3 Seconds

Ports
Port Name|Descriptive name of the port on the local switch.

Transmit{Enables or Disables LLDP Transmission on the switch.

Receive Enables or Disables Receiving of LLDP Frames from neighbor switches.

Allow Management Data | Allow the Transmission of Manag 1t tvpe information. Example: [P Address of
switch.

Allow Notifications | Notifications are transmitted when local or remote data changes.

Status
The Status View shows the results of LLDP discovery. The LLDP ethemet frames received from neighboring
ports are composead of collections of data units called TLVs. Each TLV contains a defined tvpe of information
such as the Chassis ID described below, which contains the MAC address of the device sending the frame. The
maximum number of neighbors displaved per port is four.
Port Name|The name of the local port on which the neizhbor information was received.

| £l

Following the LLDP link on the help page, the adstirator or user can see some information regaritiag
configuration options in the LLDP category on thé kide of the web management.
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Help — Ports

FHE INDUSTRIAL METWERK COMPANY

o B I @ v Page - Safety ~

Tools =

= @ Administration
2
[+ :ESD% Administration DHCP 1LDP Poris
- @Ports Statistics NLAN Bridging RSTP
- @Statistics = = T
BE IGMP NoView NRing NeLink
e CIP Emmware Config BPCL User Management
Lt
& Other
[+
2
[+~
o
B @Firmware/Config
- @ Support
o @sPcL ~
— @User Management &
@Logical View Ports
— @Home
— @Config Ports group is divided into five categories:
@Hslp z 1. Configuration 2. MAC Security 3. Mimoring 4. Trunking 5. QOS
@i t
L Configuration
Copyright © 20082010 Port No: | The number of the port.
N-TRON Corp. Port Name: The descriptive name of the port.
All rights reserved. Admin Status: This configurable field displays the existing status of the port whether itis
hEEp:/ /v n-tron.com Enabled Disabled.
E Link Status: |Current link state.
Logded in as: admin Auto Nego: | This configurable field displays the current auto-negotiation state whetherit is
Enabled Disabled.
Port Speed: This configurable field displays the speed of each port 10/100 Mbps.

Duplex Mode: | This configurable field displays the existing mode of the port whether it 1s Full
Duplex/Half Duplex.

Flow Control: This configurable field displays the exsting flow control status of each port. When
enabled, the individual port supports half-duplex back pressure and full-duplex flow,
control. The defautt is Disabled

Port State: The current status of a port. It may contain: Disabled, Discarding, Learning,
Forwarding, and Blocking.
PVID: |This configurable field displays the existing port VLAN ID setting. Ths is the
VLAN ID assigned to ingressed untagged frames, or all ingressed frames if
"Replace VID with Default Port VID" is enabled. The allowable range is 1-4094.
Usage Alarm Low [%0]:|The bandwidth utilization percentage below which a fault will be tnggered
enabled. For half duplex the bandwidth utilization percentage is the sum of both RX
and TX bandwidth utilization. and for full duplex this is the higher of TX or RX
bandwidth utilization. See Post Utilization View and Port Usage Fault on Fault
Configuration View.

Usage Alarm High [96]: The bandwidth utilization percentage above which a fault will be triggered if’
enabled. For half duplex the bandwidth utilization percentage is the sum of both BX
and TX bandwidth utilization, and for full duplex this is the higher of TX or RX
bandwidth utilization. See Port Utilization View and Port Usage Fault on Fault
Configuration View. P

Following the Ports link on the help page, the adstiator or user can see some information reggritie
configuration options in the Ports category onléfeside of the web management.
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= @Administration
- @DHCP e o
[]:— @ Lf__DP i Administration DHCE LLEP Ports
- @Ports Statistics VAW Bridsing BSTP
B @Statistics: = r i e
& N IGMP NoView MN-Ring MN-Link
i d CIP Firmware Config BPCE User Management
iE
o Other
=
=
=
= _— s
B @Firmware/Config Statistics
E @Support

- @BPCL Statistics group is divided into two cate%ories: S, L]

- @User Management 1. Ports Statistice 2. Ports Utilization

- jical View

i Ports Statisties

@Home
: ? Eolnﬂg Displays the MIE counters for the selected port, specified by the Port pull-down menu. The Clear button will
?' e reset all counters for the selected port.
— @Logout

i : Ports Utilization
Copyright £ 2008-2009
N=-TRON Corp, Shows a bandwidth percentage graph of all the ports. The graphis scaled based on the Scale pull-down menu

All rights reservad. selection.
hitp:ffwwwan-tron.com

Logged in as: admin

Following the Statistics link on the help page, dldeninistrator or user can see some informatioargigg
the configuration options in the Statistics catggun the left side of the web management.
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f;‘ 192.168.1.228 N-TRON Switch ff:2b:00 - Windows Internet Explorer

e e e

« @Support

- @BPCL

-~ @User Management
- @logical View

- @Home

- @Config

- @Help

— @logout

Copyright © 2008-2009
MN-TRON Corp,
All nights reserved.
http:/fwww.n-tron.com

Logged in as: admin

—
Q-\. )= |ig] hitpijto2.168.1.2280main ssi

Efl#sflx

Administration DHCP LLDP Ports
Statistics VLAN Bridsing RETP
CIe Firmware Config BPCL User Managemetit
Other

VLAN

Configuration

Replace VID Tag with Default Port VID:

Specifies whether or not to replace the incoming VID tag with the
port's desiznated VID.

Perform Ingress Filtering:

Specifies whether or not to filter out ingress frames when a VID
violation is detected.

Discard Non-Tagged for Ports:

Specifies whether or not non-tagged ingress frames are dropped
b the selectad ports.

Group Configuration

VLANID: | This field displavs the VL AN ID. The range should be 1-4094,
VLAN Name:|This confizurable field displavs the name of the VLAN, which
accepts alphanumeric and special characters (=, _. -, ) only.

Allow Management:

Specifies whether or not all ports in this VLAN are management
ports.

Change PVID of Member Ports:

Specifies whether or not the PVID of the member ports is set to
this VLANID.

Port No:

This is the port number.

Port Name:

Descriptive name of the port

Group Member:

Specifies whether or not the port is included in the zroup.

Untag on Egress:

Specifies whether or not egress frames are tagzed by the
desiznated port.

Following the VLAN link on the help page, the adimstrator or user can see some information regarding
the configuration options in the VLAN category dwe teft side of the web management.

(Revised 2012-05-01)

Page 120 of 163

For Sales and Support, Contact Walker EMD « www.walkeremd.com ¢ Toll-free: (800) 876-4444 « Tel: (203) 426-7700 « Fax: (203) 426-7800




Help — Bridging

f;‘ 192.168.1.228 N-TRON Switch ff:2b:00 - Windows Internet Explorer
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H- @DHCP
t @LLDP
t- @Ports Statistics VLAN Eridging RSTP
s @Statistics. - = — —
@ VLAN 1GNP H-View N-Ring N-Link

Administration DHCP LLDP Ports

1+
i

s

s

s

s

s

s

i ridging e Firmware Config BRCL Uszer Management
B @RSTP
s

s

s

it

s

s

=

- @IGMP Other
- @N-view
1 @N-Ring
T @N-Link
- @CIP

t- @Firmware/Config =
- @Support : F
R Bridging
- @lser Management _— B N, .
- @Logical View Bridging group is d..tnd_e.d into four categories: i ] -

- @Home 1. Aging Time 2. Unicast Addresses 3 Multicast Addresses 4. Show MAC by Port
- @Config
- @Help

— @logout

Aging Time

Aging Time:| This confizurable field displavs the aging time for dvnamically learned MAC
addresses. The inactive members will be removed from the Hardware Address Entry
Table after this time peniod. The agzing time range should be 5-1000000 seconds.
The default aging time iz 20 seconds.

Copyright © 2008-2009
M=TRON Corp.
All nights reserved.
http:/fwww.n-tron.com

Inicast Addresses

This page shows the existing static Unicast MAC Addresses
MAC Address:|The static MAC address to be confizured to the device.
Port:|Port which the static Unicast MAC address is to be configured.
VLANID: |[VLAN in which the MAC address is assizned. The range is 1-4094,

Logged in as: admin

Multicast Addresses

This paze shows the existing static Multicast Group Addresses —

Multicast Address:| The static Multicast group address to be confizured to the device.

Port List:|List of ports associated with this Multicast group address.
VLAN ID: |VLAN in which the Multicast group address is assigned. The range is 1-4094.

Show MAC by Port

This N-Discovery feature shows the MAC address of a device connected to each switch port and the [P
Address associated with that MAC,
Acrive IP Probe:| This field 1= configurable using the "Modifv” button, and also displavs the existing |
Enabled or Disabled status of this feature. The default is disabled. When disabled
the switch generates no ethernet traffic, but can still present some information
zathered passively. L‘

Following the Bridging link on the help page, tlteranistrator or user can see some information kggr
the configuration options in the Bridging categorythe left side of the web management.
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Google £

- @Administration
= @D
G :Ef[]%p Administration DHCP LLDP Ports
B @Ports Statistics VLAN Brideing RSTP
- @5tatistics = — — —
E @ VLAN IGMP NView MN-Ring MN-Link
- @Bridging e Firmware Config BECL Uszer Management
- @RSTR
- @IGMP Other
iE
= @N-Ring
- @N-Link
& @cIp _ =
- @Firmware/Config RSTP =
B @Support e

- @BPCL R ) . g

- @lser Management The VLAN pull-down menu is used to select which VLAN to configure.

e e

i g-H?E;:: i Mote: In order to accommodate legacy devices, use these values for RSTP: Autoedze Disabled. Hello Time 2.

- Qﬁonﬂg Forward Delay 15, and Max Age 20.

__ gE elp . RSTP Root Bridge Information

i Root Priority:|Prionity of the root bridze.
Copyright © 2008-2000 Designared Root:| The unique Bridze Identifier of the bridze recorded as the root in the Root Identifier
M-TRON Lorp parameter of Configuration BPDUs transmitted by the Designated Bridze for the
Al l"'r.gh"cs reserv;asd i LAN to which the port is attached.
http :;',fwww:.m trom, cbm Path Cost:|The cost of the path to the root offered by the Desiznated Port on the LAN to

which this port is attached.

Logged 1 a5: admin Port:| The Port Identifier of the Bridge Port believed to be the Designated Port for the
LAN associated with the port.

Max Age:|The maximum age of received protocol information before itis discarded.

Hello Time:|The time interval between the transmission of Configuration BPDUs by a bridze
that is attempting to become the Root or is the Root.

Forward Delay:| The time spent in the Listening State while moving from the Blocking State to the
Learning State.

RSTP Bridge Configuration

Hello Time:|This confizurable field shows the value of the Hello Time parameter when the
bridze is the Root or is attempting to become the Root. The range is generally 1-10,
but consult the user 1 for other constraints. The default value is 1 second.

Forward Delay:| The time spent in the Listening State while moving from the Blocking State to the
Learning State. The range is generally 4-30, but consult the user manual for other
constraints. The default value is 13 seconds.

Max Age:|The value of the Max Age parameter when the bridze is the oot oris attempting to
become the Eoot. The range is generally 6-40, hut consult the user manual for
other constraints. The default value is 15 seconds.

Priority:| This configurable field shows the existing prioity of the selected VLAN. The range i I
shmild ha N-A1440 Tha dafanlt vrahieic 37748

Following the RSTP link on the help page, the adsiviator or user can see some information regartfiag
configuration options in the RSTP category on #fedide of the web management.
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= @Administration
=
o Administration DHCP LLDP Ports
B @Ports Statistics VLAN Brideing RSTP
- @5tatistics = — — —
E @ VLAN IGMP NView MN-Ring MN-Link
i d dai CIe Firmware Config BPCL User Managemetit
iE
& Other
=
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- @Firmware/Config IGMP
& ..'S_Up!_por-.t = =

- @BPCL . ) .

- @lser Management IGMP zroup consists of four categories:

- @Logical View 1. Confizuration 2. Show Groups 3. Show Routers 4. BFilter Ports

: g:ggglf?g Configuration

- @Help IGMP Status:|Indicates whether IGMP is enabled or disabled.

— @ Logc,“t Query Mode: |[Can be Auto, On or Off

- : Fouter Mode: |Can be Auto, None or Manual
Copynight © 2008-2009 Manual Router Ports: | Port or ports that are specified as router ports manually.
Al N_-:{h?oN Corp, | N-Ring Router Ports:|On an N-Ring Manager, the ting ports are informatively shown as router ports.
Ik reserved,; s e P
http ”%‘rwi‘r A= tron cbm N-Link Router Ports:|On N-Link Master. Slave. and Coupler switches, the coupler ports are

informatively shown as router ports.

d »admi
Logged in as: admin ey
Group IP:|Dynamically created Multicast sroup IP address.

Port Name: |Descriptive name for the port.
VLANID: |[VLAN in which the Group IP is assizned. The range is 1-4094,

Show Routers
Router IP: | Auto-detected router [P address.

Port Name: |Descriptive name for the port.
VLANID: VL AN in which the Router [P is assigned. The ranze is 1-4094,

RFilter Ports
Port No:| This is the port number.

Port Name:|Descriptive name for the port.
RFilter State:|Status of whether RFilter is enabled or disabled for a port.
IfIGMP is enabled and a portis a ‘router port, then BFilter enabled stops IGMP zroup darta from egressing on
the port unless ajoin to that specific IGMP group has come into the port. IGMP controls (Join, Leave, Query) are
still sent.

Following the IGMP link on the help page, the adistiator or user can see some information regariiag
configuration options in the IGMP category on teg side of the web management.
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THE INDUSTRIAL METWORK COMPANY

& @Administration
- @DHCP o =
= @LLDP Administration DHCF LLDP Pors
H-@Ports Statistics NEAN Bridzing BSTP
B @Statistics: = — i e
o A IGMP NView N-Ring N-Link
i Ji CIP Firmware Config BPCE User Management
iE
i Other
=
=
=
et ™R VI —ooo
Gt N-View
=

S | N-View group consists of two categories:

- @User Management 1. Confizuration 2. Ports

- Wlogical View

-~ @Home Configuration

e Q'C:onﬁg N-View Status:|Global N-View status of enabled or dizabled.

- @Heln N-View Interval:|Global interval in seconds for autocasting MIB counters.

— @logout

: Ports
Copvﬁgziﬁ":?ga_ 2009 Port Name:|Descriptive name of the port
Al I.'_l.g.h'.ﬂEi rés::i&lad __ Multicast on Port?:|Specifies whether or not to send autocast packets on this port.
http :X,PWWW..H* tron c.fom Send MIB Stats?:|Specifies whether or not to send this port's MIE counters inside autocast packets.

Logged in as: admin

Following the N-View link on the help page, the adistrator or user can see some information regardi
the configuration options in the N-View categorytbe left side of the web management.
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& @Administration
- @DHCP e o
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- @5tatistics
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G
o
=
e
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- @BPCL _

i a'USQ_r 'Maf_‘_é_'gement: M-Ring is divided into three categories:

-~ @Logical View 1. Confizuration 2. Adv Configuration 3. Status

-~ @Config Configuration

- WHelp

— @lLogout If switch is an N-Ring Manager, the following data will be shown:

N-Ring Mode:|Current N-REinz mode of switch.

Copyright © 2008-2009 Aging Time:| Aging time used when switch is active in an N-Ring. The rangz is 51000000
N-TRON Corp, seconds.

All rights reserved,
hitp:/fwww.n-tron.com

N-Ring Ports:|Port set used if in N-Ring Manager mode.

VLANID: |VLAN in which N-Ring ports are assigned, if in N-Fing Manager mode. The range
is 1-4094,
Tagging:|Selection as to whether the N-Ring ports are members of the VLAN's Tagzed or
Untagged ports. if in N-Ring Manager mode.

Logged in as: admin

If switch is an N-Ring Member, the following data will be shown:
N-Ring Mode:|Current N-Rinz mode of switch.

Aging Time:| Azing time used when switch is active in an N-Ring. The range is 5-1000000
seconds.

=l

Following the N-Ring link on the help page, the @ustrator or user can see some information regardi
the configuration options in the N-Ring categorytba left side of the web management.
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Help — N-Link

f;‘ 192.168.1.228 N-TRON Switch ff:2b:00 - Windows Internet Explorer — | [} Iil
—

— ;
Q )= |] hitpijitee. 16, 1.228)msin.ssi =4l x

Google £

+ @ Administration
« @DHCP

t @LLDP Pors
5 @Ports Statistics VLAN Brideinz BSTP
1 @Statistics — E— = -
|- @YLAN IGMP N-View N-Einz N-Link

Administration DHCP LLDP

&2

1+
i

s

s

s

s

s

s

i€ : _”_dg”ﬂgj cIP Firmware Confiz BPCL User Management
& @RSTP
s

s

=

s

s

s

=

H @IGMP Other

I @N-Ring
H @ N-Link
s @cip _
« @Firmware/Config =
- @Support 1

- @BPCL L‘nk
- @liser Management R A, .
- @Logical View N-Linkis divided into two categoties: ! )

- @Home 1. Configuration 2. Status
. @Config
- @Help

— @logout

Configuration

If switch is an N-Link Master, the following data will be shown:
; N-Link 1| The N-Link f switch. bz
Copyright © 2008-2000 N-Link Mode: _he Lmlxmode.or switch __ : E—
N--TRCN .Corp. Control Port:| The Control Portis used to convey N-Link control information. There must be a
. direct link between the Master and Slave Control ports. Use of media converters or
other switches is not supported. The defaultis T3

All rights reserved.
hitp:/fwww.n-tron.com

Primary Coupler Port:|The Coupler Portis used to establish a redundant path for ethernet data
Logged in 25: admin transmission. If the Role of the switch is Master the port will be a Primary Coupler.
The default is TX4,

If switch is an N-Link Auto Configure. the following data will be shown:

N-Link Mode:|The N-Link mode of switch.
Default Coupler Port:|The Coupler Port is used to establish a redundant path for ethemet data
transmission. If the Role of the switch is Slave the port will be a Standby Coupler.
The defaulris TXL

Status

If switch is an N-Link Master or Slave. the switch Status and Partner information will be shown. (Red backzround
desiznates a fault condition.)
State:|Current N-Link mode of switch.

Control Port:| The port being used to convey control information. There must be a direct link
between the Master and Slave Control ports. Use of media converters or other = |

switrhas iz nat sannortad

Following the N-Link link on the help page, the adistrator or user can see some information regardi
the configuration options in the N-Link categorytbe left side of the web management.
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Help — CIP

ﬂ‘ 192.168.1.214 N-TRON Switch Fd:64:60 - Windows Internet Explorer LI = ID b3
o
Q )= [@] httpiji192.168.1.204/main i =l FGooqla 2=

|Fau|t: Low voltage on p rsupply V2
Admimistration LLDP Parts
Statistics Bridoing RSTP
GNP N.-Ring N.Link
CIE Firmvwarz'Confiz BECL User Management.
Other
-~ @ Configuration
@ctatus
Firmware/Confi =
: =Suppm-f : CIP - Common Industrial Protocol
- @BPCL
@ User Management CIP is divided into two catzgories:
@Logical View 1. Configuration 2. Status
@Home
@ Config Configuration
@Help | CIP Starus: [Indicarzs whether CIP is enshlad or disabled
@Logout ‘ Multicast RPI: [The minimum Fequsstsd Packet 1 For CL nulticast) connections, in

Oy
Copyright © 2008-2002 — pilfisseonsds. Bey
N-TRON Caorp. ‘ Unicast RPI: [The minimom Requ:

All ights reserved. imillissconds. Requ:
http; /fwww.n-tron.com

connections, in

Status
CIP Stnlus:tndi:ar.ea whether CIP is enabled or disabled.

Logged in a5; admin |

Tdentity Information:

Product Name: |5

Vendor:

{=0x0C hex).

Alinor Revision:

Serial Number: |CTF his is the last 4 octets of

Connzction Information:
| Number of Multicast Connections: ‘C'I.lﬂ'éﬂi number of CIP Ethernzt/IP ¢

| Number of Unicast Connections: ‘Cun‘:ﬁ:[ number of CIP Ethernet IP unicast} connectic:

Following the CIP link on the help page, the adstiitor or user can see some information regattieg
configuration options in the CIP category on tHedeale of the web management.
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Help — Firmware/Config

f;‘ 192.168.1.228 N-TRON Switch ff:2b:00 - Windows Internet Explorer — | [} Iil
P
I ') = |el nepiiiozaes 1 228imain s EiER 2=

« @ Administration I

H- @DHCP
d @LLDP
t @Ports Statistics VLAN Brideing RSTP
© @Statistics. - = — =
o @VLAN IGMP N-View N.-Rins N-Link

Administration DHCP LLEP Ports

6113 Firmware 'Config BPCL User Managemert

Other

L«

| @N-Link : :
T @cip . Firmware/Config
H- @Firmware/Config
t @Support IETP

— @BPCL Server IP Address:|IP address of the TETP server to which the connection is to be established.
- @lser Management File Name: |Name of the file to be stored or retrieved.

: @Logical View Transfer Type:| Type of transfer to be performed. Choices are: Upload config to server. Download
gg Omre config from server, Download image from server. and Download boot image from

e lonng server.

- @Help

— @lLogout

Copyright © 2008-2009
M=TRON Corp.
All rights reserved.
hitp:/fwww.n-tron.com

Logged in as: admin

Following the Firmware/Config link on the help pagfee administrator or user can see some informatio
regarding the configuration options in the Firmw&enfig category on the left side of the web
management.
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Help — BPCL

f:‘ 192.168.1.214 N-TRON Switch fd:64:60 - Windows Internet Explorer

N-TRON

FiE ANDUSTRIAL METWOAR COMPANY

@ Administration
@DHCP

LLDP

@Forts

@ Statistics
@VLAN
@Bridging
@RSTP

@IGMP

= @N-View

= @MN-Ring

= @N-Link

= @cIp

& Configuration
@Status
Firmware/Canfig
i+ @Support

- @BPCL

@ User Management
‘@ Logical View
@Home

@ Config

@Help

@ Logout

Copyright @ 2008-2009
N-TRON Carp.
All rights reserved.
http:; fwww.n-tron.com

Logged in as; admin

—
Q-\. 2 Ig, hittp: 1192, 168.1. 214 /main. ssi

2 @ 192.168.1.214 N-TROM Switch Fd:64:60

NG

j e iR ﬁz‘;nnqla

|Fau|t: Low voltage on power supply V2

Adminisiration DHCP LIDP Puoits
Statistics VLA Sridzing 212
IGNP NoVisw N.Ring N.Link
CIE Firmware Confiz BPCL Ussr Mansgemant.
Other

A

BPCL - Broadcast Packet Count Limit

= page shows the parcentage of broadeast packets that will be accepted and Torwarded. This is an inprese filter.

BPCL

Port Name:

f the port.

BPCL [%]:

fand lt i

maximum capability

displays the broadeast traffic rate. The allowed ran;

ps maximum capability perts and 1%
(if amy).

Following the BPCL link on the help page, the adstmtor or user can see some information regariiag
configuration options in the BPCL category on tb# $ide of the web management.
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Help — User Management

f;‘ 192.168.1.228 N-TRON Switch ff:2b:00 - Windows Internet Explorer — | [} Iil
P
I ') = |el nepiiiozaes 1 228imain s EiER 2=

« @ Administration I

H- @DHCP
d @LLDP
t @Ports Statistics VLAN Brideing RSTP
© @Statistics. - = — =
o @VLAN IGMP N-View N.-Rins N-Link

Administration DHCP LLEP Ports

s
s
i
s
s
s
- @Bridging e Firmware ‘Confiz BPCL User Management
& @RSTP
s
s
s
s
s
s
=

H @IGMP Other .
o @N-View ﬂ
o @N-Ring
e User Management
. @Firmware/Config
1 @ Support The User Manazement screen allows users to view, add and remove system user accounts.
- @BPCL

-~ @User Management User Management
- @lLogical View No.:|User table index

-~ @Home User Name:|User name string

i gﬁolnﬁg Access Permission: | A user can have Admin {read write) or User {read-only) privileges.
- @Help
— @lLogout

Copyright © 2008-2009
M=TRON Corp.
All rights reserved.
hitp:/fwww.n-tron.com

Logged in as: admin

Following the User Management link on the help paige administrator or user can see some informatio
regarding the configuration options in the User Blggment category on the left side of the web
management.
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Help — Other

f;‘ 192.168.1.228 N-TRON Switch ff:2b:00 - Windows Internet Explorer — | O Iil

=
@\- ) Ié hittpe (192,168, 1,228/ main, ssi Dl

= @Administration —
B @DHCP — =
[]:_ @ Lf__DP ! Administration DHCE LLDP Ports
E : Statistics NEAN Bridging BSTP
Gl IGMP Nijew N-Ring N.Link
U: 6113 Firmware 'Config BPCL User Manazement
iE
& Other _—
i =
iE
E : Support Web Site: This link leads to the hitp: www.n-tron.com html support_serv.hitml
H web site, which is the official web site of N-TRON Corp., the

E developer of the switch software.

Support E-Mail: To send any queries or suggestions to the support team at N-TRON

@U M . Corp., the developers of the switch software.

- @lser Managemen

@i afca'l Gie%v i Logical View: Shows a graphical depiction of the switch. Linked ports are

= E"-Ho?ne ; displaved in zreen. The paze automatically refreshes at

- E"'(fonﬁ approzimately every 30 seconds.

- @Help L Home: The default home page of the switch. Shows some basic information,

g Logout such as the switch's name and firmware revision.

Config: To save or reset the confizuration data. This will save the current
Copynght © 2008-2000 confizuration of the device to the flash for furure use.
N—TRQN Corp, Logout: Logout from the WebConsole.

All rights reserved.
http:/fwww.n-tron.com

Logged in as: admin

Following the Other link on the help page, the adstrator or user can see some information reggrdin
other links or categories on the left hand sidthefweb manager, as above.
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CLI Commands

“?” (Help)

Command Name "

Description Show a list of all commands or gephmh a specific command.
Withoutcmd this command will list all the available commands
If cmdis specified and if it matches a specific commahdusageof the command wiill
be displayed; otherwise, dmd matches the prefix of a command, the name of|the
command will be listed.
If ? is preceded by anothé, the usage and description of this command will| be
displayed.

Syntax ? [cmd]

Parameters cmd

The command for which to get help.

Examples N- TRON/Admin> ?
The above command di splays all the avail abl e conmands.

N-TRON/Admin> abcd ?
Unknown Command: "abcd"

Type "?" for a list of available commands.

N-TRON/Admin> logout ?
Logout
Log out of console interface.

SYNTAX:
Logout

N-TRON/Admin> ? pi

Ping
Ping a host.

N-TRON/Admin> ? ?

?
Show a list of all commands or get help on a specific
command.
SYNTAX:
? [emd]
OPTIONS:
cmd : The command for which to get help.
NOTES
Logout
Command Name logout
Description Log out of console interface
Syntax logout
Parameters None
Examples N-TRON/Admin> logout
NOTES
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CLI Commands, Continued...

Show, Add, or Delete ARL Entries

Command Name arl

Description Show, Add, or Delete Arl Entries.

Syntax arl show | showmct | add mac port cpu static vid fetie][mac vid

Parameters show
Show entire ARL table.
showmct
Show entire ARL MCT (Multicast Index) table.
delete
Delete MAC address.
add
Add MAC address.
mac
MAC Address.
port
Port Number.
cpu
1 = Send to CPU also.
static
1 = This is a static address; 0 = Non-Static.
vid
VLAN ID (0-4095)

Example N- TRON/Admin> arl show

No. Val Age Pri Mod Usr Sta VLAN MAC Port(s)

1 1 00:07:af:ff:b8:00 CPU
0 100:19:b9:03:aa:77 TX3

N-TRON/Admin> arl showmct
No. Idx Val Port Mask Port(s)

1 0 10x00000000 (None)
2 1 10x00000001 TX1

N-TRON/Admin> arl add 00:19:b9:03:aa:79301 1

N- TRON/Admin> arl del 00:19:b9: 03:aa:79 1

Notes
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CLI Commands, Continued...

Configuration Device Operations

Command Name

cfgdev

Description Info, Format, Compare and Erase Caméition Device.
Syntax CfgDevinfo | format [-m model] | compare | erase
Parameters Info
Show information about the configuration device.
Format
Format the configuration device to factory default
-m model
Configuration device model number. Valid values: ar
1=At32K, 2=At64K, and 3=card.
Compare
Compare the configuration of the switch to thefiguration device.
Erase
Erase the switch configuration on the configuratievice.
Example N- TRON/Factory> cfgdev info
Port A:  0xd080
Board ID: 0x0005 (5)
Configuration device information:
Name : SDS128M
Model 13
Version 11
Page Size : 200
Total Size : 127008768
Max Clock (Hz) : 400000
Write Cycles (ns): 5000000
Flags : 0x00000001
N-TRON/Factory> cfgdev compare
Comparing switch configuration to the configuration device...
The configurations are different.
N-TRON/Factory> cfgdev erase
Erasing configuration device...
Configuration device erase completed.
Notes

(Revised 2012-05-01)
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CLI Commands, Continued...

Show or Set CIP Configuration

Command Name Cip

Description Show or set CIP configuration. If nargmeters are specified, this command will show

the CIP configuration (same as -show parameter).

Syntax -Cip [-e[nable] | -d]i

sable] | -show]

Parameters -Cip -show
Show CIP con
-Cip [-e[nable] | -d[i

figuration.
sable]]

Set the CIP status to e(nabled) or d(isabled).

Examples N- TRON/Admin> cip

CIP Configuration:

Ethlp Interval:
Cache Interval:

Identity Information:

Product Name:

Unicast Connections:

N-TRON/Admin> cip

CIP Configuration:

Ethlp Interval:
Cache Interval:

Identity Information:

Product Name:

Unicast Connections:

N-TRON/Admin>

- show

Status: Enabled

10 ms
2000 ms

N-TRON 712FX4

Vendor: 1006 (N-TRON)

Device Type: 0x0C (Communications Adapte
Major Revision: 1

Minor Revision: 2

Serial Number: OXAFFBF8FO

Connection Information:

Multicast Connections: 0

0

-disable

Changing CIP configuration...

Status: Disabled

10 ms
2000 ms

N-TRON 712FX4

Vendor: 1006 (N-TRON)

Device Type: 0x0C (Communications Adapte
Major Revision: 1

Minor Revision: 2

Serial Number: OXAFFBF8FO

Connection Information:

Multicast Connections: 0

0

N

N

NOTES

(Revised 2012-05-01)
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CLI Commands, Continued...

Save or Reset the Configuration Settings

Command Name config
Description Save or reset configuration settings
Syntax config s[ave] | rleset]
Parameters save
save current running configuration settings.
reset
reset configuration settings to factory defaults.
Examples N-TRON/Admin> config save
Save Settings...
Settings have been saved.
N-TRON/Admin> config reset
Resetting to factory defaults...
Load factory default settings [y/n]?y
Keep IP, subnet mask, and gateway addresses [y/n]?y
Keep current user names and passwords [y/n]?y
NOTES

Show or Set IGMP Configuration

Command Name

igmp

Description

Show or set IGMP configuration. If parameters are specified, this command will show

the IGMP configuration (same as -show parameter).

Syntax

igmp [-show] [-status state]

Parameters

-show
Show configuration.
-status state
Set the IGMP status to e(nabled) or d(isabled).

Examples

N- TRON/Admin>igmp —show

IGMP Status : Enabled

IGMP Version
Query Mode

CIP Querier Status
Active Querier IP
Router Mode

12
. Auto

: 2, Active-Auto

:192.168.1.250
: Auto

Manual Router Ports : (None)
IGMP Number of Groups : 1
IGMP Resource Usage % : 1

N-TRON/Admin> igmp —status disabled

IGMP Status
IGMP Version
Query Mode

CIP Querier Status
Active Querier IP
Router Mode
Manual Router Ports

: Disabled
12
: Auto

: 2, Active-Auto

:192.168.1.250
: Auto

: (None)

IGMP Number of Groups : 1
IGMP Resource Usage % : 1

N-TRON/Admin>...

NOTES

(Revised 2012-05-01)
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CLI Commands, Continued...

Show or Set Mirror Configuration

Command Name Mirror
Description Show or set Mirror configuration. 16 rparameters are specified, this command will
show the Mirror configuration (same as -show patame
Syntax mirror [-show] [-status state] [-dp portno] [-tx portligtfx portlist]
Parameters -show
Show configuration.
-status state
Set the Mirror status to e(nabled) or d(isabled).
-dp portno
Set the destination port number for mirrored frames
-tx portlist
Set the source ports to mirror frames that arestrétted.
-rx portlist
Set the source ports to mirror frames that arevede
Examples N- TRON/Admin> mirror —show
Mirror Status : Disabled
Destination Port : TX1
Tx Source Ports : (None)
Rx Source Ports : (None)
N-TRON/Admin> mirror —status enabled —dp 6 —tx 1,3- 5-rx1,3,5
Mirror Status : Enabled
Destination Port : TX6
Tx Source Ports : TX1, TX3-TX5
Rx Source Ports : TX1, TX3, TX5
Changes have been made that have not been saved.
NOTES The portlist consists of port numbers andgean separated by commas. It may phot

contain space characters. Use “all” to set allgast source ports, and use “none” to ¢
all ports from source ports.

ear

(Revised 2012-05-01)
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CLI Commands, Continued...

Show or Set N-Ring Configuration

Command Name

Nring

Description Show or set N-Ring configuration. b parameters are specified, this command will
show the N-Ring configuration (same as -show patarhe
Syntax nring [-show] [-mode d | a | m] [-ports set_id]
Parameters -show
Show configuration.
-mode
Set the N-Ring mode.
d = disabled, a = auto member, m = manager
-ports set_id
Set the ring ports for N-Ring manager mode.
Specify port set identifier or use ‘?’ to list aledile port sets.
Examples N- TRON/Admin> nring —show
N-Ring Mode : Auto Member
Aging Time : 20
N-TRON/Admin> nring -ports ?
ID Port Set
1 TX1/TX2
2 FX1/FX2
N-TRON/Admin> nring —mode m —ports 2
Do you Want to Save Changes and Restart the System Now [y/n]?
NOTES

Show or Set N-View Configuration

Command Name

Nview

Description

Show or set N-View configuration. 6 parameters are specified, this command will

show the N-View configuration (same as -show patane

Syntax

nview [-show] [-status state]

Parameters

-show
Show configuration.
-status state
Set the N-View status to e(nabled) or d(isabled).

Examples

N-TRON/Admin> nview —show

N-View Status : Enabled
N-View Interval : 5

N-TRON/Admin> nview —status disabled
N-View Status : Disabled

N-View Interval : 5

Changes have been made that have not been saved.

NOTES

(Revised 2012-05-01)
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CLI Commands, Continued...

Ping a Host

Command Name

Ping

Description

Ping a host

Syntax

ping [-t] [-n count] [-w timeout] target_name

Parameters

target_name
IP Address or host name.
-t
Ping the specified host until stopped.
To see statistics and continue - type Space;
To stop - type Control-C.
-n count
Number of echo requests to send.
-w timeout
Timeout in milliseconds to wait for each reply.

Example

N- TRON/Admin> ping 192.168.1.119
N-TRON/Admin> ping —n 6 192.168.1.119
N-TRON/Admin> ping —t 192.168.1.119
N-TRON/Admin> ping —w 2000 192.168.1.119
Reply from 192.168.1.119: time=970ms
Reply from 192.168.1.119: time<10ms
Reply from 192.168.1.119: time<10ms
Ping statistics for 192.168.1.119:
Packets: Sent = 4, Received = 3, Lost = 1 (25% loss)

Approximate round trip times in milliseconds:
Minimum = 0ms, Maximum = 970ms, Average = 320ms

Notes

(Revised 2012-05-01)
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CLI Commands, Continued...

Show or Set Port Configuration

Command Name Port
Description Show or set Port configuration.
Syntax port [-show] [-admin state] [-sd auto | 10h | 10f | 10Q0f | 1000h | 1000f]

[-flow state] [-fhp state] [-dp prio] [-dpcstate] [-8021p state] [-pvid vid]
[-ual percent] [-uah percent] [-securitsits] portno

Parameters Portno

Port number to configure or show. Specify “all’dloow all ports.
-show

Show configuration.
-admin state

Set the admin status for the port to e(nabled)isabled).
-sd

Set the speed and duplex mode for the port.

auto = enable auto-negotiation
-flow state

Set the flow control for the port to e(nabled) ¢isdbled).
-fhp state

Set force high priority for the port to e(nabled)dgisabled).
_dp

Set the default QOS priority for the port. The raig0-7.
-dscp state

Set the DSCP Priority for the port to e(nabledii@sabled).
-8021p state

Set the 802.1p Priority for the port to e(nabledii@sabled).
-pvid

Set the VLAN ID for the port. The range is 1-4094.
-ual percent

Set the usage alarm low percentage. The rangd@®90-
-uah percent

Set the usage alarm high percentage. The rang&06.0
-security state

Set the security status for all supported pore(t@bled) or d(isabled).

Examples N- TRON/Admin> port  —sd 100f  —flow enabled —-dp7 -pvid25
Port Port Admin Link Auto Port Dupl Flow Force Def Port

No Name Status Stat Nego Spd Mode Control High Pri Pri State PVID

5 TX5 Enabled Down Disabled 100 Full Enabled Disabled 7 Disabled 2

Changes have been made that have not been saved.

N-TRON/Admin> port -dscp e 1

Usage Usage

Port Port Admin Link Auto Port Dupl Flow Force Include Include Def Port Al arm Alarm
No Name Status Stat Nego Spd Mode Control High Pri DSCP 802.1p Pri State PVID Lo w % High %
1 TX1 Enabled Down Enabled Auto Auto Disabled Disabled Enabled Enabled 1 Disabled 1 0 100

Changes have been made that have not been saved.

N-TRON/Admin>

NOTES

(Revised 2012-05-01) Page 140 of 163

For Sales and Support, Contact Walker EMD « www.walkeremd.com ¢ Toll-free: (800) 876-4444 « Tel: (203) 426-7700 « Fax: (203) 426-7800




CLI Commands, Continued...

Reset the Switch

Command Name

Reset

Description

Reset (reboot) the switch

Syntax

Reset

Parameters

None

Example

N- TRON/Admin> reset

Preparing for reset.
Cleaning up...
Browser will be redirected to 192.168.1.250.
Disabling SNMP...
Disabling DHCP...
Disabling CIP...
Locking out other processes...
Disable preemption...
Resetting device...

Notes

Show or Set SNMP Configuration

Command Name

Snmp

Description

Show or set SNMP configuration. If parameters are specified, this command will
show the SNMP configuration (same as -show parajnete

Syntax

snmp[-show] [-ro hame] [-rw name] [-trap name]

Parameters

-show

Show configuration.
-ro name

Set the Authorized Community Name for SNMP Get estst
-rw name

Set the Authorized Community Name for SNMP Set estgi
-trap name

Set the Authorized Community Name for SNMP Traps.

Examples

N- TRON/Admin> snmp —ro users

IP Address - Trap Stn.#1 : Value Not Configured

IP Address - Trap Stn.#2 :

IP Address - Trap Stn.#3
IP Address - Trap Stn.#4
IP Address - Trap Stn.#5

Value Not Configured
: Value Not Configured
: Value Not Configured
: Value Not Configured

Read-Only Community Name : users
Read-Write Community Name : private

Trap Community Name

Changes have been made that have not been saved.

: public

NOTES

Community names may only contain alphanumepace,

4,7, and ‘# characters,

and may not begin with a number, space, or undexséoname with embedded space

characters must be enclosed in quotes. The maxilength is 15 characters.

(Revised 2012-05-01)
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CLI Commands, Continued...

Show or Clear the Last System Error

Command Name Syserr

Description Show or clear the last system error

If clearis not supplied, then the last system error ipldiged.

Syntax sysert [clear]
Parameters Clear

Clear the last system error.
Example N-TRON/Admin> syserr

Last System Error: None.

N-TRON/Admin> syserr clear
Last System Error: Cleared.

Notes

Show System Information

Command Name Sysinfo

Description Show system information

Syntax Sysinfo

Parameters None

Example N-TRON/Admin> sysinfo
+4++++++++ A
+
+ N-TRON 700/7000/7500 Series
+
+++++ A
+

+ Model: 712FX4

+ Boot Loader: BL 2.0.5.1 (0x02000501)

+ OS Version: 3.3.3

+ Build Date: Nov 30 2009 at 16:50:50

+ Copyright:  Copyright (c) 2008-2009 N-TRON Corp . All rights
reserved.

+

+ Processor: 66 MHz (66000000)

+ SDRAM Size: 16 MB

+ Flash Size: 8 MB

+ File System: 6422528 Bytes, 2907136 Free, 351539 2 Used, 0 Bad
+ MAC Address: 00:07:af:fd:64:60

+ IP Address: 192.168.1.214

+ Subnet Mask: 255.255.255.0

+ Gateway: 192.168.1.1

+ Cfg Device: Not connected

+

+4++++++ A

N-TRON/Admin>

Notes
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CLI Commands, Continued...

Set or Show the System IP Configuration

Command Name

Sysip

Description

Set system IP configuration mode, |Brasls, subnet mask, and gateway

If no parameters are specified, this command iidve the system IP addresses. St
IP, subnet mask, or gateway can be set while imeeiDHCP or static configuratioj
mode as they will be used with IP fallback wheiHCP mode. If the Static IP is set
the default system IP address, IP fallback will actur. All system addresses must
formatted as: XXX.XXX.XXX.XXX.

atic
n
to

be

Syntax

sysip[-c config_mode] [-i static_ip] [-s static_subnetask] [-g static_gateway]

Parameters

-c config_mode
s(tatic) or d(hcp).
-i static_ip
Static IP address (for static config mode andaléck ).
-s static_subnet_mask
Static sub net mask (for static config mode anthlBack ).
-g static_gateway
Static gateway address ( for static config modelBrfdllback ).

Example

N- TRON/Admin> sysip

IP Configuration Mode : Static

Static IP Address  :192.168.1.225
Static subnet Mask : 255.255.255.0
Static gateway :192.168.1.1

N-TRON/Admin> sysip -c dhcp

IP Configuration Mode : DHCP (has been changed)
Fallback IP Address :192.168.1.225

Fallback Subnet Mask : 255.255.255.0

Fallback Gateway :192.168.1.1

Press <ENTER> to Save Changes and Restart the Syste m Now

N-TRON/Admin> sysip -i 192.168.2.119 -s 255.255.252 0-g
192.168.1.1

IP Configuration Mode : Static

Static IP Address  : 192.168.2.119 (has been cha nged)
Static Subnet Mask : 255.255.252.0 (has been cha nged)
Static Gateway :192.168.1.1 (has been chang ed)

Press <ENTER> to Save Changes and Restart the Syste m Now

NOTES

If mode is set to DHCP and IP fallback occidCP requests will stop.
If mode is set to DHCP and IP Configuration is iested from a DHCP server, |
fallback will not occur, even if lease is lost.

(Revised 2012-05-01)
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CLI Commands, Continued...

Show or Set System Configuration

Command Name

System

Description

Show or set System configuration. df parameters are specified, this command

show the System configuration (same as -show pdesjne

will

Syntax

system[-show] [-name label] [-browser state]

Parameters

-show
Show configuration.
-name label
Set the switch name.
-browser state
Set the browser access status to e(nabled) obtita

Examples

N- TRON/Admin> system  —name “Private switch” —browser disabled

IP Configuration : Static

IP Address :192.168.1.201

Subnet Mask  : 255.255.255.0

Gateway :192.168.1.1

MAC Address : 00:07:af:fh:fa:40

System Up Time : 0 days, 17 hours, 10 mins, 56 se cs
Name . Private switch

Contact : N-Tron Admin

Location : Mobile, AL 36609

Browser Access : Disabled

Changes have been made that have not been saved.

NOTES

A switch name may only contain alphanumespace, ‘’, ‘-, * ', and ‘#’ characters, an

may not begin with a number, space, or underscAreame with embedded spa

characters must be enclosed in quotes.

ce

(Revised 2012-05-01)
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VLAN Addition and Deletion Example

The screen capture below is the factory default VLAN configuration.

VLAN Configuration View

Replace VID With Default Port VID | [

Perform Ingress Filtering | [

Discard Non-Tagged For Ports | (INong)

0001 Default TX1, TX2, TX3, TX4, TX5, TX6, TX7, TX8, FXI,. FX2, FX3, TX1, TX2, TX3, TX4, TX5, TX6, TX7, TX8. FX1, FX2, FX3, Ird
VLAN FX4. GBI, GB2 FX4. GBI, GB2
Modify | Refresh |

Clicking on the “Modify” button allows one to adchaw VLAN:

VLAN Configuration

Replace VID Tag With Default Port VID | [

Perform Ingress Filtering | [

Fmxa Frxe Fmxs T

Mms F1xe F1r I oTxe
Discard Non-Tagged For Ports

Frxi FEx2 Trx3 [Fx4

TGl [ GB2
Update | Cancel |

0001 Default TX1, TX2, TX3, TX4. TX5. TX6, TX7. TXS, FX1, FX2, TX1, TX2. TX3, TX4. TX5, TX6, TX7. TXS, FX1, FX2. I
VLAN FX3. FX4. GBI, GB2 FX3.FX4. GB1. GB2

Donel Refresh |

When creating a new VLAN, a numeric ID is requirBdme is entered. Note that N-Ring VLAN is a
reserved name with a special meaning. ChoicesasitAllow Management” and “Change PVID of

Member Ports” are made at this time as well aptres which are going to belong to the new VLAN.
Additionally, the ports may be “Untagged on Egress”
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Tagged VLAN Group Configuration

D |2

Name | [New VLAN

Allow Management | [

Change PVID Of | [
Member Ports

o | TX1 |

Group Ports

-
2 |™| -
BT | F r
4| TX | r
05 | TX5 | r
06 | TX6 | r
07 | TXT | r
08 |TXS | I r
09 |FXt | r
0 |FX2 | r
1| Fx3 | r
2 |FxX4 | r
13 |GBlL | r
14 |GB2 | r

Update | Cancel |

The result of add is a “New VLAN?". In this casedibes not overlap the “Default VLAN” ports.

(Revised 2012-05-01)
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VLAN Configuration

Replace VID Tag With Default Port VID | [

Perform Ingress Filtering | [~

M Mo CNrs [
Crxs MNixe [Ny [lTxe
Discard Non-Tagged For Ports
N M Nexs e

Tee1 [T Ge2

Update | Cancel |

0001 | Default VLAN | TXI1, TX2, TX5, TX6, TX7, TX8, FX1, FX2, FX3, FX4, GB1, GB2 | TXI1, TX2, TX5, TX6, TX7, TX8, FX1, FX2 FX3 FX4 GBI, GB2 ~
0002 | NewVLAN TH3, TH4 (None) v Delete |
Add

Done | Refresh |

The ports of "New VLAN” may be added back to “DeltaLAN” to create overlapping VLANS.

Note: If there are multiple ports on different VLANhe 712FX4 will apply the static multicast adkdréo
the lowest VLAN-ID that is associated with one loé {ports assigned to the static multicast addréske
lowest VLAN-ID contains all the ports assignedfie static multicast address (an umbrella VLANyilt
function for all those ports with no problems. Fhan be achieved with overlapping VLANS.

VLAN Configuration View

Replace VID With Default Port VID | [~

Perform Ingress Filtering | [~

Discard Non-Tagged For Ports | (None)

0001 | Default VLAN | TX1, TX2, TX5, TX6, TX7, TXS, FX1, FX2, FX3, FX4, GBI, GB2 | TXI, TX2, TXS5, TX6, TX7, TXS, FX1, FX2, FX3, FX4, GB1,GB2 | [

0002 | New VLAN TX3, TX4 (None) P

Modify | Refresh |

But notice that the ports in “New VLAN” are not rkad as “Untag on Egress” and are thus still tagged.

And the “New VLAN” may be deleted when it is no g@r required:
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VLAN Configuration

Replace VID Tag With Default Port VID | [~

Perform Ingress Filtering | [~

Cma Cee Dimxs s
Cmxs Crxe DNaxs Drxs
Discard Non-Tagged For Ports
Ml N Nes e

[Meet [Toe2

Update | Cancel |

0001 | Default VLAN | TXL TX2, TX5, TX6, TX7, TXS, FX1, FX2, FX3,FX4, GB1, GB2 | TXL, TX2, T35, TX6, TX7, TX8 FX1, FX2 FX3. FX4, GBL.GB? | ¥

0002 New VLAN TX3, TX4 (MNone) ~ Delete |

Donel Refresh |

VLAN Configuration

Replace VID Tag With Default Part VID | [~

.}m T -ng?‘_:ﬁ .ﬂ-:&l:i . ]—

Cia e axs Tiaxe
: o EErE mES m
Discard Non-Tagged For Ports
Cexn N s TExe
Cee1 G2
oo

?) WLAN ID: 2

Are you sure you want to delete this YLAN?

QK I Cancel |

0001 | Default VLAN | TXI1, TX2, TXJ, TX6, TX7, TXS. FX1, FX2.FX3, FX4. GBI, GB2 | TXL. TX2, TX5, TX6, TXT, TX8. FX1, FX2.FX3, FX4.GBL.GB2 | [¢

E}Qﬁgl Refresh |

And the “New VLAN” is removed. Note that the newndiguration of the switch must be saved if the
configuration must survive a power cycle.
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VLAN Configuration

Replace VID Tag With Default Port VID | [~

Perform Ingress Filtering | [

Mt N C1xs [1xe
Ftxs M1xe T 1X7 [ TX8
Discard Non-Tagged For Ports
CEx1 M NExs Exe

Mee1 [ GB2

Update | Cancel |

0001 Default TX1, TX2, TX5, TX4, TXS, TX6, TXT, TX8, FX1, FX2, FX35, FX4, GB1, TX1, TX2, TX5, TX4, TX3, TX6, TX7, TX8, FX1, FX2, FX3, FX4. GB1, W
VLAN GB2

GB2

Donel Refrash |
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VLAN Configuration Examples

A VLAN is an administratively configured LAN segment that limits the traffic in multiple broadcast domains.
physically reconnecting a device to a different LAN, network administrators can accomplish this task by configuring a
VLAN compliant switch to create logical network segments.

Tagged VLAN allows switch segmentation to span across multiple managed switches. This type of VLAN is ideal for
LANs that consist of various types of communication groups such as Office LANs, Controls Systems, and IP
Cameras. When used properly, it will effectively isolate two or more groups from each other in a logical manner. This
means that Broadcast, Multicast, and Unicast frames in one VLAN will not interfere with another isolated VLAN group.

The examples in this section are shown as configured on a 708TX switch, but the 712FX4 series may be configured

similarly with the additional ports.

Example 1- Basic understanding of port-based VLANs

VLAN Configuration View Port Configuration View

Replace VID With Default Port VID

01 | TX1 2

Perform Ingress Filtering 012 | TX2 2
Discard Non-Tagged For Ports  (None) B T | 1
o | TX4 | 1
A ST - BV
06 | TX6 | 1
Default VLAN | TX3, TX4, TX5, TX6, TXT, TX8 | TX3, TX4, TX5, TX6, TXT, TX8 S
0002 VLAN-2 TX1, TX2 TX1, TX2 08 TXE 1
Receiving | Tagged VID | Destination Transmitting Notes
Port # in packet Address Port #<
TX1 Untagged MAC on port TX2| TX2 Unicast Traffic
TX1 Untagged Unknown MAC TX2 Floods VLAN 2
TX1 VID 4 MAC on port TX2 | -- Packet Discarded
TX3 Untagged MAC on port TX5| TX5 Unicast Traffic
TX3 Untagged Unknown MAC TX4-TX8 Floods VLAN 1
TX3 VID 4 MAC on port TX6 | -- Packet Discarded

(Revised 2012-05-01)
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Example 2- Basic understanding of tagged VLANs (Admit — Tag@ady)

VLAN Configuration View Port Configuration View

Replace VID With Default Port VID

Perform Ingress Filtering 01 | TX1 1
Discard Non-Tagged For Ports | TX1, T32, TXE3, TX3, TX6, TXT, TXS 0w | TX2 1
03 | TXS 1
Default VLAN | TXS, TXS, TES, TXT, TX8 | (None) B I !
06 | TX6 1
0002 VLAN-2 TX1, TX2 (None)
o7 | TXT 1
0003 VLAN-3 TX4 (None) 08 TXS 1
Receiving | Tagged VID | Destination Transmitting Notes
Port # in packet Address Port #s
X1 Untagged MAC on port TX2 | -- Packet Discarded
TX1 VID 2 MAC on port TX2 | TX2 Unicast Traffic
TX1 VID 4 MAC on port TX2 | -- Packet Discarded
TX1 VID 2 MAC on port TX5 | TX2 Floods VLAN 2
TX3 Untagged MAC on port TX1 | -- Packet Discarded
TX3 VID 1 MAC on port TX6 | TX6 Unicast Traffic
TX3 VID 1 Unknown MAC TX5-TX8 Floods VLAN 1
TX3 VID 4 MAC on port TX8 | -- Packet Discarded

(Revised 2012-05-01)
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Example 3— Basic understanding of tagged VLANs (Admit —)All

VLAN Configuration View Port Configuration View

Replace VID With Default Port VID . . .

Perf. I Filteri 0 | TX1 2
©e | TX2 2
Discard Non-Tagged For Ports  (None)
03 | TXS 1
4 | TX4 1
05 | TX5 1
Default VLAN | TX3, TX4, TX5, TX6, TX7, TX8  (None) 06 | TX6 | 1
0002 VLAN-2 TX1, TX2 {Mone) o7 | TXT 1
08 TXR 1
Receiving | Tagged VID | Destination Transmitting Notes
Port # in packet Address Port #s
TX1 Untagged MAC on port TX2 | TX2 Adds VID 2 to paatk
TX1 VID 2 MAC on port TX2 | TX2 Unicast Traffic
TX1 VID 4 MAC on port TX2 | -- Packet Discarded
TX1 VID 2 Unknown MAC TX2 Floods VLAN 2
TX3 Untagged Unknown MAC TX4-TX8 Adds VID 1 to paatk& Floods VLAN 1
TX3 VID 1 MAC on port TX6 | TX6 Unicast Traffic
TX3 VID 1 Unknown MAC TX4-TX8 Floods VLAN 1
TX3 VID 4 MAC on port TX7 | -- Packet Discarded
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Example 4— Basic understanding of Hybrid VLANSs

VLAN Configuration View Port Configuration View

Eeplace VID With Default Port VID

Perform Ingress Filtering — 2
02 | TX2 2
Discard Non-Tagged For Ports | (None)
03 | TE3 1
.-——. = :
05 | TX3 1
Default VLAN | T35, TX4, TX5, TX6, TXT7, TXE | TXS, TX4 TXS TX6 TXT TXS 06 | TX6 1
0002 VLAN-2 TX1, TX2 TX3 TX4 TX1, TX2 o7 | TXT 1
08 | TXR 1
Receiving | Tagged VID | Destination Transmitting Notes
Port # in packet Address Port #s
TX1 Untagged MAC on port TX2 | TX2 Unicast Traffic
TX1 Untagged MAC on port TX3| TX83 Adds VID 2 in tipacket
TX1 VID 4 MAC on port TX2 | -- Packet Discarded
TX1 VID 4 MAC on port TX3 | -- Packet Discarded
TX1 VID 2 MAC on port TX2 | TX2 Strips VID off packet
TX3 Untagged MAC on port TX6 | TX6 Unicast Traffic
TX3 Untagged Unknown MAC TX4-TX8 Floods VLAN 1
TX3 VID 4 MAC on port TX5 | -- Packet Discarded
TX3 VID 4 MAC on port TX4 | -- Packet Discarded
TX3 VID 2 MAC on port TX4 | TX4 Does not strip VID bpacket
TX3 VID 2 MAC on port TX1 | TX1 Strips VID off packet
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Example 5- Basic understanding of Overlapping VLANS

VLAN Configuration View Port Configuration View

Replace VID With Default Pary VI .
' Perform Ingress Filiering _ :
Driscard Non-T: For Ports  (None I I i
a3 | T3 3
04 | TX4 3
0000  VLANZ T TXD TS, TX4, TS TNA TXT,TXE  TX1, TX2 T, T4, TXS TX6 TXO,TXE 05 | TES| 3
D03 VLAN3 TX2, TX3, TX4, TX5, TX6, TH7. TX3 TXI TX3, TX4, TXS, TX6 TX7, TXS 06 | TX6 9
. 0004 VLANS TX1, T2 TXLTX2 | 07  TXT 3
08 | TX3 | -3
Receiving | Tagged VID | Destination Transmitting Notes
Port # in packet Address Port #<
TX1 Untagged MAC on port TX2, TX2 Unicast Traffic
VID=4
TX1 Untagged MAC on port TX3| TX2 Floods VLAN 4
TX1 VID 4 MAC on port TX2, | TX2 Strips VID off packet
VID=4
TX1 VID 4 Unknown MAC TX2 Strips VID off packet &lBods VLAN 4
TX2 Untagged MAC on port TX1, TX1 Unicast Traffic
VID=2
TX2 Untagged MAC on port TX5,) TX5 Unicast Traffic
VID=2
TX2 VID 2 0r3 MAC on port TX5, | TX5 Strips VID off packet (or floods if MAC
VID=2 and 3 is unknown for VID)
TX2 Untagged Unknown MAC TX1, TX3-TX8 Floods VLAN 2
TX3 Untagged MAC on port TX1, TX2, TX4-TX8 | Floods VLAN 3
VID=3
TX3 Untagged MAC on port TX2, TX2 Unicast Traffic
VID=3
TX3 Untagged MAC on port TX5,| TX5 Unicast Traffic
VID=3
TX3 VID 2 0or3 MAC on port TX2, | TX2 Strips VID off packet (or floods if MAC
VID=2 and 3 is unknown for VID)
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Example 6— Basic understanding of VLANs with Multicast Eiling

VLAN Configuration View Port Configuration View

0000 Defauht VI AN

om | VLAND T TR T, TXA TS TXA TN, TXS TXI,TXLTOLTXATNS TN TXLTXME | 05 |‘I'Xj|
0003 VLAM3 TX2, TX3, TX4, TXS, TG, TXT, TXS T2, TX3, TX4, TXS, TXA, TX7, TXS | 06 I'I“Xﬁ '
o s == I | |E
| o8 [Txs |

Top of Form

| Replace VID With Detault Pars VID

Pnﬁ-h.;-::ﬁh_iq
Discard Nﬂ—'llﬂﬂ hr!m Eim}

(Nane)

Bottom of Form

(Fone)

01:00:00:00:00:01 | TX1, TX2 TX3 TX4 TXS, TX6, TXT TXE
01 :00:00:00:00-02 TX1, TX6, TX8 3
Receiving | Tagged VID | Destination Transmitting Notes
Port # in packet Address Port #s
PR Goes to ports TX1-TX8, but TX1 can only
TX1 Untagged 01:00:00:00:00:1 TX2 send to TX2 (VLAN 4)
MMM AR AN Goes to ports TX2, TX6-TX8 (VLAN 3) but
TX3 Untagged 01:00:00:00:00:02 TX6, TX8 filter keeps it on ports TX6 and TX8 only
X2 Untagged | 01:00:00:00:00:d1 TX1,TX3-Txg| GOS0 ports TX1-TX8, but won't go back
out the port it came in on
TX2 Untagged 01:00:00:00:00:02 TX1,TX3-TX8 Goegptots TX1,TX3-TX8
TX3 Untagged 01:00:00:00:00:J1 TX2, TX4-TX8§  Goeptots TX2, TX4-TX8
TX6 Untagged 01:00:00:00:00:02 TX8 Goes to port TX8
TX3 Untagged 01:00:00:00:00:02 TX6, TX8 Goes totpdiXx6 and TX8

Note: If there are multiple ports on different VLANhe 712FX4 will apply the static multicast adréo
the lowest VLAN-ID that is associated with one o€ fports assigned to the static multicast addriédbe
lowest VLAN-ID contains all the ports assignedie static multicast address (an umbrella VLANyilt

function for all those ports with no problems. Fhan be achieved with overlapping VLANS.

For further information and examples on overlappilags, see:
http://www.n-tron.com/pdf/overlappingportvlan.pdf
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KEY SPECIFICATIONS (712FX4)
\

Switch Properties

Number of MAC Addresses: 8,000

Aging Time:
Latency Type:
Switching Method

Case Dimensions

Height:

Width:

Depth:

Weight (max):
Din-Rail mount:

Electrical
Redundant Input Voltage:
Input Current (max):

N-TRON Power Supply

Environmental

Operating Temperature40°C to 70°C
Storage Temperature: -40°C to 85°C

Operating Humidity: 5% to 95%

(Non Condensing)

Operating Altitude 0 to 10,000 ft. Top:

Shock and Vibration

(bulkhead mounting)

Shock: 200g @ 10ms

Programmable
2.6 us
Store & Forward

4.3"/10.9 cm
2.4"/6.1cm
4.6"/11.7 cm
1.6/0.73 kg
35mm

10-49VvDC (Regulated)
505mA max. @ 24VDC
NTPS-24-1.3 (1.3 Amp@24VDC)

Connectors

10/100BaseTX:
100BaseFX:

Front: 4' (10.16cm)
1" (2.54 cm)
Bottom: 1" (2.54 cm)

Network Media

10BaseT: >Cat3 Cable
100BaseTX >Catb Cable

Vibration/Seismic:50g, / 5-200Hz, Triaxial

Reliability
MTBF: >2 Million Hours

Warranty :

3 years from the date of purchase.

(Revised 2012-05-01)

Recommended Wiring Clearance:

(8) RJ-45 Copper Ports
(4) SC or ST Duplex Ports
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100 Mb Fiber Transceiver Characteristics

Fiber Length 2km* 15km** 40km** 80km**
TX Power Min -19dBm -15dBm -5dBm -5dBm
RX Sensitivity Max -31dBm -31dBm -34dBm -34dBm
Wavelength Min/Max 1310nm 1310nm 1310nm 1550nm

* Multimode Fiber Optic Cable
** Singlemode Fiber Optic Cable

Regulatory Approvals:

Safety: Suitable for use in Class 1, Division 2, Groups B, C and D Hazardous Locations, or
Nonhazardous Locations only.

EMI: ANSI C63.4
FCC 47CFR Part 15, Subpart B - Class A
ICES-003 — Class A

EMC: EN 61000-6-2 (Immunity)
EN 61000-6-4 (Emissions)
IEC 61000-4-2 (ESD)
IEC 61000-4-3 (RFI)
IEC 61000-4-4 (EFT)
IEC 61000-4-5 (Surge)
IEC 61000-4-6 (RF)
IEC 61000-4-8 (PF)
IEC 61000-4-11 (Voltage Dips)

c(UL)us C T

LISTED
65SN
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KEY SPECIFICATIONS (712FX4-HV)
\

Switch Properties

Number of MAC Addresses: 8,000

Aging Time: Programmable

Latency Type: 2.6 us

Switching Method Store & Forward

Case Dimensions b -
5 -~

Height: 4.3"/10.8 cm e M

Width: 3.2"/8.2cm N -

Depth: 4.6"/11.7 cm 3; s

Weight (max): 1.6lbs /0.73 kg i -y

Din-Rail mount: 35mm "-

Electrical

Redundant Input Voltage:  43-300VDC (Regulated)

Input Current (max): 115mA max. @ 124VDC

BTU/hr 49 @ 124vDC

Input Ripple: Less than 100 mV

N-TRON Power Supply: NTPS-48-2 (2 Amp@48VDL

Environmental Connectors

Operating Temperature40°C to 70°C 10/100BaseTX: (8) RJ-45 Copper Ports
Storage Temperature: -40°C to 85°C 100BaseFX: (4) SC or ST Duplex Ports
Operating Humidity: 5% to 95% Recommended Wiring Clearance:

(Non Condensing)
Front: 4' (10.16cm)
Operating Altitude 0 to 10,000 ft. Top: 1" (2.54 cm)
Bottom: 1" (2.54 cm)

Shock and Vibration
(bulkhead mounting) Network Media
Shock: 50g @ 10ms 10BaseT: >Cat3 Cable

Vibration/Seismic:30g,, 103-200Hz, Triaxial 100BaseTX >Catb Cable
Reliability

MTBF: >2 Million Hours

Warranty

3 years from the date of purchase.
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100 Mb Fiber Transceiver Characteristics

Fiber Length 2km* 15km** 40km** 80km**
TX Power Min -19dBm -15dBm -5dBm -5dBm
RX Sensitivity Max -31dBm -31dBm -34dBm -34dBm
Wavelength Min/Max 1310nm 1310nm 1310nm 1550nm

* Multimode Fiber Optic Cable
** Singlemode Fiber Optic Cable

EMI, Immunity and Environmental Compliance
IEC 61850-3 Electric Utility Substations

IEEE 1613 Electric Utility Substations

EMC Directive 2004/108/EC

EN 61000-6-2 (Immunity)

NEMA TS 2 Traffic Control Equipment

Requlatory Certifications
Product Safety
TUV/GS EN 60950-1

Emissions

FCC Title 47, Part 15, Radio Frequency Devices pauiB (Class B)
ANSI C63.4-2003

Industry Canada ICES-003 (Class B)

EN 61000-6-4 (Class B)

Immunity
IEC 61000-4-2 (ESD)

IEC 61000-4-3 (RFAM)
IEC 61000-4-4 (EFT)
IEC 61000-4-5 (SURGE)
IEC 61000-4-6 (RFCM)
IEC 61000-4-8 (PFMF)

K€ C€ @

GOST-R

e
TV

x\?.{'m&,

RoOHS

compliant
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Appendix A. XML Settings File Example

<! -- Overview of XML settings for N-TRON switches -- >

<! -- XML settings can be downloaded to a switch to co
subset of the settings available through a web brow ser.-- >

<! -- There are several top level configuration sectio

<SystemConfiguration>
<Switches/>
<Administration/>
<IPConfiguration/>
<Users/>
<Ports/>
<DHCPServer/>
<MACSecurity/>

</SystemConfiguration>

- >

<SystemConfiguration version ="1" minSwVer ="3.4.2">
<! -- The minSwVer attribute is optional. If present,

ns. Each section is optional.

nfigure the switch. XML settings cover a

the XML settings are ignored if the

switch software version does not meet the mini mum version requirement -- >
<l -
<! -- The Switches block is optional. If present, the model name of the target switch must
be in the list for the file to be processed. - ->
<Switches >
<Switch minSwVer ="3.2.10"> 708TX</ Switch > <! -- If the minSwVer attribute is present, it
overrides the minSwVer attribute of
SystemConfiguration. --
<Switch >7506GX2</ Switch >
</ Switches >
<l -
<! -- Administration -- >
<Administration >
<SwitchName >myname</ SwitchName > <! -- optional -- ><! --255 character limit--
<SwitchLocation =~ >mylocation </ SwitchLocation  ><! -- optional -- ><! --255 character limit--
<SwitchContact >mycontact </ SwitchContact > <! -- optional -- ><! --255 character limit--
</ Administration >
<l --

<! -- IP configuration -- >
<IPConfiguration >

<Mode>static OR dhcp </ Mode> <! -- Mode must be static or dhcp --

<! -- If dhcp mode, these elements are the "Fallback"
Note: For an IP address of 192.168.1.201,

<! -- All IP addresses have a 15 character limit (xxx.

>

XXX XXX XXX) ==

<Address >192.168.1.222 </ Address > <! -- 15 character limit -- >
<Subnet >255.255.255.0 </ Subnet > <! -- 15 character limit -- >
<Gateway >192.168.1.1 </ Gateway > <! -- 15 character limit -- >
<! -- If dhcp mode, this is the dhcp client id -- >
<ClientlD >
<! -- Use one of the elements (MACAddress, SwitchName,
MACAddress and SwitchName use curren t switch values. -- >
<MACAddress/>
<SwitchName />
<OtherText >myClientiID </ OtherText > <! -- 255 character limit --

<OtherHex >0102de03ad00be09ef </ OtherHex > <! -- 255*2 character limit --

</ ClientiD >
</ IPConfiguration >

(Revised 2012-05-01)

Address, Subnet, and Gateway.
there is no fallback address. --

>

OtherText, OtherHex).
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<l --

<! -- User management -- >

<! -- A list of logon accounts (5 maximum) to add to t

<Users mode="keep or delete">

<! -- mode must be "keep" or "delete" --

he switch. --

>

<! -- mode=delete - delete existing accounts before ad ding accounts (default) -- >
<! -- mode=keep - do not delete existing accounts befo re adding accounts -- >
<! -- All User elements (name, password, access) are required. -- >
<User >
<Name>Joe </ Name> <! -- 3-15 character limit -- >
<Password >xxx </ Password > <! -- 3-15 character limit -- >
<Access >admin OR user </ Access > <! -- Access must be admin or user -- >
</ User >
</ Users >
<l -- -
<! -- Port configuration -- >
<! -- You may uses this block to define port VLAN iden tifiers (PVIDSs) -- >
<Ports >
<ValidatePorts ~ >yes OR no </ ValidatePorts > <! --optional -- > <! -- Must be yes(default)
or no. If no, invalid ports are ignored. --
<! -- Use PortNumber or PortName -- >
<Port >
<PortNumber >4</ PortNumber > <! -- PortNumber ranges from 1 to the maximum port
number fo r the switch -- >
<PVID>1</ PVID> <! -- PVID ranges from 1 to 4094 -- >
</ Port >
<Port >
<PortName >TX6</ PortName > <! -- Name of port on switch -- >
<PVID>26</ PVID> <! -- PVID ranges from 1 to 4094 -- >
</ Port >
</ Ports >
<l -- -

<! -- DHCP server -- >

<DHCPServer mode="keep or delete">

<! -- mode=delete - delete existing profiles before ad
<! -- mode=keep - do not delete existing profiles befo

<Enabled >yes OR no </ Enabled >

<! -- If the server is enabled (enabled=yes), you can

(If not enabled, can not add profiles.) -
<Profile >

<! -- Required: Name, LowlP, HighlP, LeaseDays. LeaseH

defaults to 0. -- >
<Name>profl </ Name>
<LowlP >192.168.2.1 </ LowlIP >
<HighlP >192.168.2.254 </ HighlP
<LeaseDays >28</ LeaseDays >
<LeaseHours >0</ LeaseHours >

<l
optional.-- >

<Advanced > <! -- optional --

<! -- All elements below are optional --
>192.168.2.255
<DomainName>N-TRON.com</ DomainName>

<BroadcastAddress

<DNSServerl >192.168.2.10
<DNSServer2 >192.168.2.11
<Gatewayl >192.168.2.1

(Revised 2012-05-01)
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<! -- Enabled must be yes or no --

--The Advanced block is optional, and all elements

<! -- mode must be "keep" or "delete" --
ding profiles (default) --
re adding profiles --

>

add DHCP server profiles.

ours is optional, and

<! -- required -- > <! --19 character limit --
<! -- required -- >
> <! --required -- >
<! -- required -- >
<! -- optional -- >

within the block are

>
>
</ BroadcastAddress >
<! -- 63 character limit --
</ DNSServerl >
</ DNSServer2 >

</ Gatewayl >
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<Gateway? >192.168.2.2 </ Gateway2 >
</ Advanced >

<IPMaps >
<! -- The DynamicRange is the only IP Map supported. Y ou may have 0 or more. -- >
<DynamicRange >
<! -- low and high within range of profile -- >
<LowlP >192.168.2.1 </ LowlIP > <! -- required -- >
<HighlP >192.168.2.4 </ HighlP > <! -- required -- >
</ DynamicRange >
</ IPMaps >
</ Profile >
</ DHCPServer >

<l - -

<! -- MAC security -- >
<MACSecurity >
<Mode>learning OR locked </ Mode> <! -- Mode must be learning or locked -- >

<! -- Authorized entries -- >
<Authorized mode="keep or delete"> <! -- mode must be "keep" or "delete" -- >
<! -- mode=delete - delete existing authorized MACs be fore adding
authorized MACs (defaul - >
<! -- mode=keep - do not delete existing authorized MA Cs before
adding authorized MACs - >

<ValidatePorts >yes OR no </ ValidatePorts > <! -- optional -- >
<! -- Must be yes(default) or no.
If no, invalid ports are ignored. -- >
<Entry >
<MACAddress >00:07:af:ff:5b:c0 </ MACAddress> <! -- 17 character limit -- >
<! -- MAC is valid on all ports listed in the ports li st.
If the ports list is missing, t hen the MAC is valid on all ports. -- >
<Ports >
<Port >
<! -- Use PortNumber or PortName -- >
<PortNumber >4</ PortNumber > <! -- 1 to maximum port for switch --
</ Port >
<Port >
<PortName >TX5</ PortName > <! -- Name of port on switch -- >
</ Port >
</ Ports >
</ Entry >
<Entry >
<MACAddress>0007af1d6460 </ MACAddress> <! -- Example of a MAC with no
delimiters, valid on all ports. -- >
</ Entry >
</ Authorized >
</ MACSecurity >
</ SystemConfiguration >
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N-TRON Limited Warranty

N-TRON, Corp. warrants to the end user that thisilvare product will be free from defects in workrship and materials, under normal
use and service, for the applicable warranty periach the date of purchase from N-TRON or its auttenl reseller. If a product does not
operate as warranted during the applicable warnpetipd, N-TRON shall, at its option and expenseair the defective product or part,
deliver to customer an equivalent product or parteplace the defective item, or refund to custother purchase price paid for the
defective product. All products that are replaseitl become the property of N-TRON. Replacemendducts may be new or
reconditioned. Any replaced or repaired producpar has a ninety (90) day warranty or the rermetirad the initial warranty period,
whichever is longer. N-TRON shall not be respolesfbr any custom software or firmware, configusatinformation, or memory data of
customer contained in, stored on, or integrated asity products returned to N-TRON pursuant to aagranty.

OBTAINING WARRANTY SERVICE: Customer must contact NRON within the applicable warranty period to obtevarranty service
authorization. Dated proof of purchase from N-TR@Nts authorized reseller may be required. Pectslteturned to N-TRON must be
pre-authorized by N-TRON with a Return Material Aoization (RMA) number marked on the outside @& ffackage, and sent prepaid
and packaged appropriately for safe shipment. Resipitity for loss or damage does not transfer td RON until the returned item is
received by N-TRON. The repaired or replaced itg@thbe shipped to the customer, at N-TRON's exgemst later than thirty (30) days
after N-TRON receives the product. N-TRON shalt be responsible for any software, firmware, infation, or memory data of
customer contained in, stored on, or integrated ity products returned to N-TRON for repair, wieetbnder warranty or not.

ADVANCE REPLACEMENT OPTION: Upon registration, thproduct qualifies for advance replacement. Aaegment product will
be shipped within three (3) days after verificatiop N-TRON that the product is considered defectivEhe shipment of advance
replacement products is subject to local legal irequents and may not be available in all locatioghen an advance replacement is
provided and customer fails to return the origpr@duct to N-TRON within fifteen (15) days afterigient of the replacement, N-TRON
will charge customer for the replacement produdisaprice.

WARRANTIES EXCLUSIVE: IF AN N-TRON PRODUCT DOES NODPERATE AS WARRANTED ABOVE, CUSTOMER'S SOLE
REMEDY FOR BREACH OF THAT WARRANTY SHALL BE REPAIRREPLACEMENT, OR REFUND OF THE PURCHASE
PRICE PAID, AT N-TRON'S OPTION. TO THE FULL EXTENALLOWED BY LAW, THE FOREGOING WARRANTIES AND
REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ALL OTHERWARRANTIES, TERMS, OR CONDITIONS, EXPRESS OR
IMPLIED, EITHER IN FACT OR BY OPERATION OF LAW, STAUTORY OR OTHERWISE, INCLUDING WARRANTIES,
TERMS, OR CONDITIONS OF MERCHANTABILITY, FITNESS F® A PARTICULAR PURPOSE, SATISFACTORY QUALITY,
CORRESPONDENCE WITH DESCRIPTION, AND NON-INFRINGEME, ALL OF WHICH ARE EXPRESSLY DISCLAIMED. N-
TRON NEITHER ASSUMES NOR AUTHORIZES ANY OTHER PERBOTO ASSUME FOR IT ANY OTHER LIABILITY IN
CONNECTION WITH THE SALE, INSTALLATION, MAINTENANCE OR USE OF ITS PRODUCTS. N-TRON SHALL NOT BE
LIABLE UNDER THIS WARRANTY IF ITS TESTING AND EXAMNATION DISCLOSE THAT THE ALLEGED DEFECT OR
MALFUNCTION IN THE PRODUCT DOES NOT EXIST OR WAS G4SED BY CUSTOMER'S OR ANY THIRD PERSON'S
MISUSE, NEGLECT, IMPROPER INSTALLATION OR TESTINGINAUTHORIZED ATTEMPTS TO OPEN, REPAIR OR MODIFY
THE PRODUCT, OR ANY OTHER CAUSE BEYOND THE RANGE OFHE INTENDED USE, OR BY ACCIDENT, FIRE,
LIGHTNING, POWER CUTS OR OUTAGES, OTHER HAZARDS, G®CTS OF GOD.

LIMITATION OF LIABILITY: TO THE FULL EXTENT ALLOWED BY LAW, N-TRON ALSO EXCLUDES FOR ITSELF AND ITS
SUPPLIERS ANY LIABILITY, WHETHER BASED IN CONTRACTOR TORT (INCLUDING NEGLIGENCE), FOR INCIDENTAL,
CONSEQUENTIAL, INDIRECT, SPECIAL, OR PUNITIVE DAMAGS OF ANY KIND, OR FOR LOSS OF REVENUE OR
PROFITS, LOSS OF BUSINESS, LOSS OF INFORMATION ORTA, OR OTHER FINANCIAL LOSS ARISING OUT OF OR IN
CONNECTION WITH THE SALE, INSTALLATION, MAINTENANCE USE, PERFORMANCE, FAILURE, OR INTERRUPTION OF
ITS PRODUCTS, EVEN IF N-TRON OR ITS AUTHORIZED REBEER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES, AND LIMITS ITS LIABILITY TO REPAIR, REPLACEMENT, OR REFUND OF THE PURCHASE PRICE PAID, AT N-
TRON'S OPTION. THIS DISCLAIMER OF LIABILITY FOR DAMGES WILL NOT BE AFFECTED IF ANY REMEDY PROVIDED
HEREIN SHALL FAIL OF ITS ESSENTIAL PURPOSE.

DISCLAIMER: Some countries, states, or provincesndt allow the exclusion or limitation of impliedawanties or the limitation of
incidental or consequential damages for certaidypets supplied to consumers, or the limitationiability for personal injury, so the
above limitations and exclusions may be limitedhieir application to you. When the implied warrastare not allowed to be excluded in
their entirety, they will be limited to the duratiof the applicable written warranty. This warragtyes you specific legal rights which
may vary depending on local law.

GOVERNING LAW: This Limited Warranty shall be govexd by the laws of the State of Delaware,
US.A
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